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1. Beenenue

Ilomurrka uHQOpManmoHHOM OesomacHocTH (manmee -  [lonuTHKa)
aIMUHHACTPAlU Topoackoro okpyra ConHedHOropck (namee - AJIMHUHHCTpALWs)
OIpeNeNseT CHUCTEMY B3IVIALOB Ha IpobieMy olecmedenus HH()OPMALHOHHON
(mamee - HbB) u mpenctaBuser coGOM CHCTEMATH3UPOBAHHOE H3JIOXKEHHE
BBICOKOYPOBHEBBIX  LE€JI€H ¥ ' 3aJad  3aIlUUTHI, KOTOPBIMH  HEOOXOIHMO
PYKOBOACTBOBATECA B CBOEH ACATCIIBHOCTH, a4 TaKXE OCHOBHBIX IPUHIIMIIOB

MOCTPOEHHS CUCTEMbI YIpaBIeHHs UH(OPMAIUOHHOHM Oe30macHOCThIO (Jaiee -
CYUB).

Obecneyenue UHGOPMALUOHHOHN 6€30MACHOCTH - HEOOXOAMMOE YCIOBHE IS
YCIIEIIHOTO OCYIIECTBIICHHS yCTaBHON IESTENbHOCTA AIMUHUCTPALIH.

O6ecrnieuenre MHQOPMALMOHHONW 0€30IMaCHOCTH BKJtOYaeT B cebs J00yIo
J€ATENIbHOCTD, HANPaBICHHYIO Ha 3allUTy HH(QOPMALMOHHEIX PEeCypCOB H/HIIK
HOJIAePXKUBAIOIICH UHPPACTPYKTYPHI. [Tonutuka OXBaTHIBACT BCE
aBTOMAaTH3MpPOBAHHBIE M TENEKOMMYHUKAIIMOHHBIE CHCTEMBI, BIAAEIbIEM U
T10JIb30BaTeNIeM KOTOPBIX SBISETCS AMUHUCTPALHS.

Peanuzanys IToMUTHKY JOMDKHA HCXOIUTE U3 IPEANOCHUIKY, YTO HEBO3MOMKHO
obecneunts TpeOyeMblil YPOBeHb 3aIUIIEHHOCTH HH)OPMAIIMOHHBIX PECYPCOB HE
TOJBKO C IIOMOILNBIO OTAENBFHOTO CPeNCTBa, HO M C IIOMOINBIO HX MPOCTOM
coBOKyNHOCTH. Heo0xoauMo HUX CHCTEMHOe, COTJIACOBaHHOE MeXIy coOoi
IpUMEHeHUe, a OTHeslbHble pa3palaTbiBaeMble DBIIeMEHTHl HHGOPMAIMOHHO
CHCTEMBI JOJDKHBI pacCMaTpUBAThCA KaK YacTh eAUHON HHOPOPMAIOHHON CHCTEMBI
B 3alUILEHHOM MCIIOJIHEHNHM IpPU ONTHUMAaIbHOM COOTHOIUCHWM TEXHHYECKUX U
OpraHU3allMOHHBIX MEPOIPUATHH.

2. OGo3Ha4yeHNs H COKpalIeHHS

APM ABTOMaTH3NpOBaHHOE pabouee MecTo
AC ABTOMaTnsnpOBaﬁHaﬂ cHUcTEMA
AKulb AHTHUKOPPYTILKY 1 HHPOPMALMOHHOH 6e30macHOCTH
b HNudopmanmonnas 6e30macHOCTb
np NudopmanmonHslit pecype
ncC NudpopmanroHHas cucrema
HUT HMHdopManuoHHbIE TEXHOIOIHH




JIBC JlokanpHas BEIYHCIHUTEILHAS CETh
HCI HecankruornpoBasHsLit 1ocTyn
OK3 Opran kpuntorpadhuieckoi 3auThl
I10 IIporpammuoe obecneyeHne
CK31 CpenctBo kpunrorpagudecKoi 3aiuTs HHGOPMALIH
CYUb Cucrema ynpasieHusS HHPOPMALMOHHON 6e30I1aCHOCTEIO
VI VY 10CTOBEPSIOUINIA HEHTP
oIl DJNEeKTPOHHAS IOAIHICE

3. TepMuHbI 1 onpeaeIeHUsN

ABTOMAaTH3HPOBAHHAS CHCTeMa - CHCTEMa, COCTOSINAS M3 MEpCOHala W
KOMIUIEKCa ~ CPEe[CTB  aBTOMATM3allud €ro  JAEeSTeNbHOCTH, pealu3yIomas
MH(OPMALOHHYIO TEXHOJIOIHIO BEIIOJHEHHUS YCTAHOBIEHHBIX (DYHKITHH.

ABTOpH3anusA - IpeloCTaBleHHe CyObeKTy NpaB Ha [OCTYI, a TakKe
IPEJOCTaBICHNEe JOCTYIIAa B COOTBETCTBUM C YCTaHOBJIGHHBIMH IIPaBaMH Ha JOCTYII.

AyrenTHQHKaNHsA - @POBEpKAa MPHUHAVIEKHOCTH CyOBEKTYy JOCTYIa
IPEABABICHHOIO UM UACHTUDUKATOPA; IOATBEPHKACHUE [TOAJTUHHOCTH.

besonacHocTe uHdoOpManmMM - 3amMUINEHHOCTE HH(OPMAlMU OT ed
HE)XKEeNaTeIbHOr0 pasrialleHus (HapylleHUs KOH(UAESHIHMANbHOCTH), MCKAKEHHUS
(HapyIIeHNs 1eJTOCTHOCTH), YTPAThL MK CHYDKEHHUS CTENIEHH JOCTYIIHOCTH, a TakKe
HE3aKOHHOTO €8 THUpa)KUPOBaHHUS.

busnec-npomecc - IOCIEIOBATENBHOCTE TEXHOIOTHMYECKH CBSI3aHHBIX
onepaiiii IO NPENOCTaBICHUIO IPOAYKTOB, YCIYyr H/HIH OCYIIECTBICHHUIO
KOHKPETHOI'O BHJIA JeSITeTIFHOCTH A IMUHHCTPALIUH.

Baajaenaen akTuBa - (pmnqecxoe HJIN FYOPUANYECKOC JIULI0, KOTOPOE HAZICIICHO
a,HMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTBIO 3a  PYKOBOJCTBO H3T0OTOBJICHHEM,
p33pa60TKOI71, XPaHCHHUEM, HCIIOJIL30BaHHEM U 0e30MacHOCTBIO aKTHBA. TepMPIH
«BIagelie» HE O03Ha4YacT, 4YTO JTOT 4YeEJIOBEK (baKTI/I‘IGCKI/I UMEECT IIPaBoO
COOCTBEHHOCTH Ha 3TOT aKTUB.

Baanesen mHPOPManHOHHBIX pecypcoB, MHGOPMANHOHHBLIX CHCTEM,
TEXHOJIOTHH M CPEACTB HX obecnedyeHusl - CyOBEKT, OCYIIECTBISIONIMH BlafcHNE
M II0Jb30BaHHME YKA3aHHBIMU OOBEKTAMH W PEATU3YIOIUHA  ITOJHOMOYMS




PaCIIOPsKEHUS B IIPCCilax, YCTAaHOBICHHBIX 3aKOHOM.

JIokyMeHT - 3aUKCHpOBaHHAs Ha MaTepUaIbHOM HOCHTENe MHOOPMAIIHS C
PEKBU3UTAMH, ITO3BOJIAIOIIMMHU eé I/I,[[eHTI/I(bI/II_II/IpOBaTB.

HoctynnocTs HHGOPMaNMH - COCTOSHUE, XapaKTEPH3yeMOe CIIOCOOHOCTLIO
NC ofecrieunBaTh OeCTpensTCTBEHHBIH OOCTYI K HHGOPMAIMH CyOBEKTOB,
FIMEIOIINX Ha 9TO IIOJIHOMOYHS.

Jamura uadopManun - 1eITENFHOCTD, HAMIPABICHHAS Ha IIPeI0TBPaLIEHIE
YTEUYKH 3alliIaeMol HH(GOpMalUY, HECAaHKIMOHNPOBAHHBIX U HellpeIHAMEPEHHEIX
BO3JEHCTBUI Ha 3aIlUIIaeMy0 HHGOPMAIIMIO U CPEACTBA JOCTYIIA K HEH.

HUpentudukanusa - npucBoeHue cyOBeKTaM HOCTyIla, O0BEeKTaM HOCTYIIa
UIEeHTU(OUKATOPOB (YHUKAIBHBIX HMeH) M (WIH) CpaBHEHHE IIPEXbIBICHHOIO
UEHTU(HKATOPA C IIepeUHEM IIPUCBOSHHBIX UACHTH(DHKATOPOB.

Nudopmanus - cBeIeHUA 0 TULAX, IpeAMeTax, paKTaxX, COOBITHIX, SIBICHUIX
¥ IIpolieccax He3aBUCUMO OT (POPMBI UX MPEACTABIICHHS.

Hupopmanuonnas OesonacHocts (MB) - cocrosHue 3aluInéHHOCTH
MHTEPEeCOB AMUHUCTPALIUY.

Nndopmanuonnass cucreMa - COBOKYINHOCTh coepaiieiics B 0Oazax
IOaHHBIX HHOOpManuu U obecrneyuBaommx ee 00paboTKy WHGHOPMALMOHHBIX
TEXHOJIOTUH ¥ TEXHUUECKUX CPEJICTB.

NndopmanuoHHblil npouece - mpolieccsl coopa, 00paboTku, HAKOIUICHHUS,
XpaHEeHHs, II0MCKa U paclpoCTpaHEeHUs UHPOPMAIHH.

HNudopmanuonneiii pecypc (akTuB) - BcE, YTO HMEET IIEHHOCTD U
HAXOAUTCS B pacoOpsHKEHNH AJIMUHUCTPALIUY.

NunmpenT - HenpeaBUACHHOE MM HeXelaTelbHOe coObitue (rpyrma
coOBITHI) 0e30IMacHOCTH, KOTOPOe IpHUBENI0 (MOTYT MPUBECTH) K HApPYIIEHHIO
(YHKIIMOHUPOBAHUS WH(POPMALMOHHON CHCTEMBl WJIM BO3HUKHOBEHHIO YyIPO3
OezonacHocTy MHGboOpManuy (HApYIICHUIO KOH(DUIESHIMAIHHOCTH, IETOCTHOCTH,
JOCTYITHOCTH ).

Wunnpent wHpopMannoHHOH 0e30MacHOCTH - OJHO WM Ccepus
HeXeNaTelbHbIX WM HEOXUAAaHHbIX CcoObTuH Mb, uMeronmx 3HAYUTETIHHYIO
BEPOSATHOCTH HapyILIEeHUs: OM3HEC-TIPOLIECCOB WITH MpeJICTaBisomux yrpo3y Ub.

Kommepueckas TaiiHa - KOHQHUIEHIHAIBHOCTH HH(POPMAIUH, II03BOJIAIOIIAs




€C 06JIaI[aTeJIIO IIpru CYHIECTBYIOMIMX MIIH BO3MOXXHBIX 00CTOATEIHCTBAX YBCIIMYHUTH
JOXO/BI, n30exaTh HCOIIpaBJaHHbIX pacxO0J0B, COXPAaHUTDH IIOJIOXKCHHUE HA PBIHKE

TOBApOB, paboT, YCIyT UK HOLYYUTh HUHYI0O KOMMEPUECKYIO BBITOLY.

KonTponmpyemasi 30Ha - IpOCTPaHCTBO (TeppUTOpHs, 3[JaHME, YacTh
3/1aHNs), B KOTOPOM HCKIIOYEHO HEKOHTPOJIUPYEMOE IpeObIBAHME JIUIl, a TAKKe
TPaHCIIOPTHBIX, TEXHAYECKUX WIIA UHBIX CPEICTB.

Koudunenumanbnas wmndopmaunss - unbopManus c OrpaHHYEHHBIM
JOCTYIIOM, HE COZepiKaillas CBEJEHHUM, COCTaBILIIOIMX TOCYAapCTBEHHYIO TaifHY,
AOCTYIl K KOTOPOW OrpaHMYMBAE€TCS B COOTBETCTBHH C 3aKOHOJATEILCTBOM
Poccuiickoiit @epneparumn.

KonduaennnanbHocTh HHpOpMAUMH - COCTOSHME 3aIUIIEHHOCTH
MH(OpMaNKH, XapakTepusyemoe crocobrocteio UC obecneunBath coxpaHeHHe B
TaliHe HHQOPMAaLUK OT CyOBEKTOB, He UMEIOIINX MOJIHOMOYMY HA 03HAKOMIIEHHE C
HEU.

MoOuabHBIA KO - HECaMOCTOATENbHOE IIPOTPaMMHOE OOeCIIeYeHHEe HIIH
KOMITOHEHT IIPOTrPaMMHOI0 00ecriedeHusl (CKPUIITEI, MAaKpPOCH], UHBIE KOMITOHEHTHI)
TIOJTy4aeMble U3 MECT PAaCIPOCTPaHeHUs MOOUIBHOTO KOJa, IiepelaBaeMbIe [0 CeTH
¥ BBHIOJHAEMEIE Ha KOMIIOHEHTaX HH(OPMAalMOHHOW cHCTeMBl (B MecTax
HCIIONb30BaHKsd  MOOMIBHOIO  Koja) 0Oe3  mpemBapuUTENbHON  YCTAaHOBKH
(MHCTaIIAIIMK) TIONIB30BATENEM Ul PACIIMPEHHs BO3MOXKHOCTEM CHCTEMHOTO M
(Unu) IPUKIATHOTO IPOTPaMMHOTO OOeCIIeeH s,

HecaHKuMOHMPOBAaHHBIH JOCTYN - JOCTYII K MHGOPMAIMH MU JAEHCTBHA ¢
HHGOpMaLKel, HapyIarolye IpaBuiia pasrpaHuIeH s JOCTYIIA ¢ UCIIONb30BaHNEM
IUTaTHBIX CPENCTB, IPEOCTABISIEMbIX CPENICTBAMY BBIYHCIHTENEHOM TEXHUKY HIIH
aBTOMAaTU3MPOBAHHBIMU CHCTEMAaMH.

OO6paboTka pHeKa - IIPoIiecc BEIOOpa M pealn3aliid Mep 10 MOIU(DUKALH
(CHIDKEeHUIO) pHUCKa.

IHonuTuka - oOmue Lend U yKa3aHus, (GOPMAIBHO BBIPAKEHHBIE
PYKOBOJZICTBOM.

IIpuBuiernn - mpaBa JOBEPEHHOI'O OOBEKTa HA COBEpIICHHE KaKUX-THOO
IEUCTBUM IO OTHOIIEHUIO K 00BEKTaM CHCTEMEL.

Puck - coueTaHue BEPOATHOCTH COOBITHS M €ro MOCIEACTBHIIH.

Cucrema ynpasiaenus uHpopManuoHHoii Gesomacuocroio (CYHUB) -




qacThb O6IIIeﬁ CHUCTEMbI yIpaBJI€HUSA, OCHOBAaHHasd Ha OIECHKE PHCKOB,
npeinasnadCHHas il CO34aHud, BHCAPCHHSA, OKCIUTyaTallid, MOHHUTOPHHIA,

aHaiM3a, COIIPOBOXK/ICHUA U coBepuieHcTBOBaHuS Hb.

CoOcTBeHHHK HH()OPMALMOHHBIX pecypcoB, HH(OPMALHOHHBIX CHCTEM,
TeXHOJIOTHH H cpeacTB HX o0ecmeyeHuss - CyOBeKT, B IIONHOM OOBEME
peanu3yoIui NOJTHOMOYHS BIAJACHUS, TIOIH30BAHIS, PACIIOPSDKEHUS YKa3aHHBIMHI
00BEKTaMH.

CoObiTst MHMOpPMANHOHHOH 0e30MaCHOCTH - WICHTHOUIUPOBAHHOE
COCTOSIHME CHCTEMBI, CEpBUCA WM CETH, CBUIETENILCTBYIOIIEE O BO3MOXKHOM
HapyLIeHHUH MOJIUTHKY 0e30MacCHOCTH WIH OTCYTCTBUM MEXaHW3MOB 3aIlUTHI, IH00
IIPEX /e HEU3BECTHAs CUTYyallsl, KOTOpasi MOKET UMETh OTHOIIIEHUE K 0€30ITacHOCTH.

¥Yrpo3a - onacHOCTh, IpeAIoararonas BO3MOXXHOCTh IToTepsh (yiiep6a).

IHeaocTtHocTr  MHGOpMAOMH -  yYCTOMYMBOCTH  HMHGOpPMAIMH K
HECaHKIIMOHUPOBAaHHOMY JIOCTYITy MM CIy4aifHOMY BO3JCHCTBHIO Ha Heé B
npoliecce 00pabOTKM TEXHHYECKUMM CPEACTBaMU, Pe3yJIbTATOM KOTOPOrO MOXKET
OBITH YHUYTOXXEHUE U UCKaXXeHHe UH(POPMALIUH.

4, Ilean

OcCHOBHOH LIeBIO, Ha HOCTID)KEHWE KOTOPOM HAalpaBieHBI BCE ITOJIOXKEHIIS
Hacrosmed [lonutukuy, sBnsercs 3amura UHQOPMALMOHHBIX PECYPCOB  OT
BO3MOXXHOT'O HAaHECEHUSI UM MaTepHAIIbHOTO0, (PHU3NUECKOT0, MOPAIEHOTO WITH HHOTO
ymep6a, IMOCPEICTBOM CIyYaiHOro WIM IpeIHaMEpPeHHOrO0 BO3IEHCTBHS Ha
uHpopMaIuio, e€ HOCHUTENH, Mpolecchl o0paboTKHM U Iepenayd, a TaKxKe
MuHIME3aWs puckos Ub.

Ji1st HOCTHIKEHUSI OCHOBHOM Lleny HeoO0XoquMo obecrieunBath 3G QeKTHBHOE
pelLlIeHue CIeaAyIOMX 3a1a49:
« CBOEBPEMEHHOE BEISBICHUE, OL[EHKA U IIPOrHO3UPOBAaHHE HCTOYHHUKOB
yrpos Hb;
« CO3JlaHM€ MeXaHW3Ma OIepaTUBHOrO pearnpoBaHus Ha yrpossl Ub;
« TPEeNOTBPALICHKE }/WIN CHIDKeHUe yiepba ot peanusanuu yrpo3 Kb;
e 3aliMTa OT BMeIIaTeNbCTBA B IIpollecc ¢yHkuuoHupoBanus VIC
IIOCTOPOHHUX JIUI;
» cooTBeTcTBUE TpeboBaHusIM DenepalbHOTO  3aKOHOJATENBCTBA,
HOPMAaTUBHO
Merogudeckux nokymMeHToB @DCH Poccum, ®CTIK Poccuu u
IOTOBOPHBIM 0Osi3aTenscTBaM B 4acTu Ub;




* o0ecrievyeHre HeMPEPHIBHOCTH KPUTHIECKHX GU3HEC-TIPOLIECCOB;
* NIOCTHXKEHHE aleKBaTHOCTH Mep II0 3aluTe oT yrpo3 Mb;

* H3y4YeHHe MapTHEPOB, KIUEHTOB, KOHKYPEHTOB M KaHIUIATOB Ha

paborty;

* HENONyIEeHHEe  M[POHUKHOBEHMS  CTPYKTYP  OpraHH30BaHHOM
IPECTYIHOCTH ¥ OTJENBHBIX JIUII ¢ IPOTHBOIPABHBIMY HAMEPEHHUSIM;

* BLBIABICHHE,  TPEAyIpPEeKACHHE U IpecedyeHre  BO3MOXKHOIM
NPOTHBOIPABHON U HHOW HETaTUBHON NESITENBHOCTH COTPYIHUKOB,

* [OBBILICHHE JEJIOBOX PEILyTAlMU U KOPIIOPATHBHOM KYJILTYPEL

6. OcnoBanus s paspaboTKu

Hacrosmas  monutuka  paspaboTaHa HA  OCHOBe TpeGoBaHmi
3aKOHOZaTeNnbCTBa Poccuiickolt Menepanuy, HAKOIUICHHOTO B AMMHUCTPAIUH
omsITa B o0nacti obecnieyenus Vb, HHTepeCoB u Meneil AIMUHECTPALIHH.

Ilpy BanMCaHWUM  OTHENBHBIX IOJNOXKEHWH  HACTOSIEH  ITOTHTHKH
UCIIOIB30BAIMCH CIIEIYIOIINE HOPMATHBHEIE JOKYMEHTHI:

« I'OCT P MCO/M3K 27001 «Metomsl u cpenctBa obecreveHus
0e30MmacHOCTH. Cucremsl MEHEeIXKMEeHTa MH(POPMAIHOHHOM
0e30IacHOCTIY;

« PC BP WBBC-2.0-2007 «MeTromuueckue PEKOMEHJAlluK IO
AOKyMEHTanIuu B  obmacTh  obecredeHus  UHQPOPMAIMOHHOMN
0e30macHOCTH. .. »;

« PC BP MBBC-2.2-2009 «MeromuKka OLEHKA PHUCKOB HapyLICHHS
MHOOPMALMOHHOM 6€30I1aCHOCTHY;

« PCBP MBBC-2.5-2014 « MeHemXMeHT HHIHAIEHTOB UHGOPMAIHOHHOM

6e3omacHoCTIY;

« CTO BP HBBC-1.0-2014 «Ob6ecneuenue UHPOPMALIHOHHOM
0e30macHOCTH OpraHu3anuil GaHKOBCKON cucTeMsl P. O06mue
TTOJIOXKEHHUSD».

7. O0JacTe nelicTBUS
Hacrosimas [Tonmuruka PacIpOCTPaHASTCs Ha BCE MPOLECCHI, TPOUCXOIAIINE
B AIMUHUCTpanuy, ¥ o0s3aTeNbHa s NPUMCHEHHUSA BCEMH COTPYAHHUKAMH MU

PYKOBOICTBOM AJMHHHUCTDAIIAH, & TAKXKe [0JIb30BATENSAMH €ro HHPpOPMAIMOHHBIX
pecypcos.

Hacrosiinast monuTrKa pacopocTpaHseTcs Ha MH(OPMAIHOHHbBIE CHCTEMEL,
OKCIUTyaTHpyeMBI€ B A IMAHUCTPAIUH.

Jluma,  ocymecTsisromye  pa3paboOTKy — BHYTPEHHHX  JIOKYMEHTOB
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AIMMHYCTpaIVH, perilaMeHTUPYIOUINX BOIIPOCH! HH(GOPMAIIOHHOM 6€30acHOCTH,
00s13aHBI pyKOBOACTBOBATHCS HacToswmel [TonuTukoii.

8. Conep:xaHne NOJTHTHKH

8.1. Cucrema ynpapjeHnss HHPOPMANHOHHOH 0€30MaACHOCTHIO
s TOCTHIKEHUS yKa3aHHBIX Lielel U 3aad B AIIMUHUCTpPAIIN BHEAPSIETCS

CHCTEMA yIpaBIeHUs HHPOPMAIHOHHOHN 6e30MacHOCTHIO.

CYUDb noxyMeHTHpOBaHA B HACTOSIIIEH TIOIUTHKE, B IPABUIAX, IPOLIEAYPAX,
padodunX HHCTPYKIMAX, KOTOPBIE SIBISIOTCS 003aTEIBHBIMU IS BCEX COTPYIHHKOB
AZIMUHHUCTpalMY B 00JIaCTH JIeficTBUS cUCcTeMBL. JIOKyMEHTHPOBaHHbIE TPeOOBaAHMS
CVHDb nosozsTcs 1O CBEACHUS COTPYIHUKOB AIMHHHUCTPALIUH.

Cpenctea ympaBieHrs UH(QOPMAIMOHHON O€30IIaCHOCTBIO BHEIPSIOTCS II0
pe3yJpTaTaM IPOBEJCHUS OLIEHKH PUCKOB MH()OPMAIMOHHOH 6e30MMacHOCTH.

CrouMocTp  BHEApSEMBIX CpPEACTB  yIpaBieHHS  UHQOPMALMOHHOM
0e30macHOCTBIO He JOJDKHA IIPEBBIIATH BO3MOXXHBIA yIepO, BO3HUKAIOIIMH MPH
peanuzaiyy yrpos.

8.1.1. CTpPyKTypa JI0OKyMEHTOB

B nensx cozmaHus B3aMMOCBA3aHHOM CTPYKTYpPBI HOPMAaTUBHBIX JOKYMEHTOB
AnvuHucTpauud B obmacté obecnedeHus HHGOOPMAIMOHHOW 0e30IacHOCTH,
pa3pabarsiBaeMble U OOHOBIsieMBle HOpPMAaTHUBHBIE JOKYMEHTHI  JIOJDKHBI
COOTBETCTBOBATH CIIEIYIOIIeH HepapXUu:

HOJUTHKA HH(POPMAIMOHHOM 0e30I1acHOCTY;

MHCTPYKUHMH, pEerIaMeHThl, IOPAIKY;

JIOKYMEHTBI, IIOATBEPKIAIOIINe HCIOIHEHNEe HOPMATUBHBIX aKTOB BEPXHUX
YPOBHEH.

Hacrosimas [TomuTrka siBrisiercss BHyTPEHHUM HOPMaTHBHBIM JOKYMEHTOM II0
Vb nepBoro ypoBHs.

JIOKYMEHTEl BTOPOr0 YPOBHfl - HHCTPYKLHH, I[IOPANKH, PErIaMeHTBI MU
Ipodre OKYMEHTHI, ONUCHIBAIOLINE IeHCTBUS COTPYAHUKOB AJIMUHUCTpPALUU II0
peanu3alyy JOKyMEHTOB IIEpBOrO ¥ BTOPOI'O YPOBHS.

JIOKyMEeHTBl TpeThbero ypoBHS - OTUY&THBIE JOKYMEHTHl O BBIIIOJIHEHUHU
TpeOoBaHMil JOKYMEHTOB BEPXHHUX YPOBHEH.

8.1.2. OTBeTcTBEeHHOCTH 32 o0ecneuenue Ub

11 HeoCpeICTBEHHOH opraHu3anuu 1 3PGheKTHBHOTO (YHKIIMOHUPOBAHUS
cUCTeMBl oObOecrieueHUuss HHGDOPMALMOHHON O0e30macHOCTH B AJIMHHHCTpaH
byukiun obecnieuenus Vb Bosnoxensl Ha OTOeN MPOTUBOAESUCTBUS KOPPYIILIUH
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nH(pOpMaIMOHHOW Oe30macHOCTH YIpaBieHHs HHPOpManMoOHHOH 6e30macHOCTH
(manee — Otpen [IKullb). Ha Otaen IIKuldb Bo3naraercs pemieHue CIEAyIOIIUX
OCHOBHBIX 3a]1aY4:

nposeneHue B ku3Hb [ lonutuku Ub;

ompeneneHue TpeOOBaHMIA K 3aluTe HHOOPMaIIUH;

OpraHu3alysi  MeponpuaTHii U  KoopauHauus  paboT  Bcex
IIOIpa3IeTIeHHAH 10 BOIIPOCaM KOMIUIEKCHOM 3aIuThl HHQOPMAITHH;
KOHTPOJIb ¥ OLIeHKa 3()(eKTUBHOCTH MPUHATHIX Mep H IMPUMEHIEMBIX

CpCACTB 3alllUTEHI;

OKa3aHWE METOJUYECKOil IIOMOIIM COTPpYyIHHKAM B BOIpOCax
obecnieuyeHus NHGOPMAIOHHON 6€30IaCHOCTH;

peryisipHas OLEHKAa H YyIpaBlIeHHe pHCKaMH WHPOPMalHOHHOM
0e30I1aCHOCTH B COOTBETCTBUM C YCTAHOBIIEHHBIMH IMPOLEAYPaMH B
00JTaCTH YIpaBIECHUS PUCKAMH;

BHIOOp M BHEIpPEHHWE CPEJCTB 3aIlMThl HWHQPOPMALMU, BKIFOYAs
OpraHU3allMOHHBIe, (QU3NUECKHE, TEXHUYECKHe, IpPOrpaMMHBIC U
IporpaMMHo-anmapaTHele cpejctsa obecnevenus CYUb;
obecrieueHue MHHHUMAaJIbHO-HE00X0IUMOT0 JOCTYIIa K
MHGOPMAIOHHEIM pecypcaM, OCHOBBIBasCh Ha TpeOOBaHUAX OM3HEC-
IIPOIIECCOB;

uHpOpMHpOBaHue, oOOydYeHHe U  TIOBBIICHHE  KBAJTH(DHKAIMH
COTPYOHHKOB  AIMHHUCTpAlli B  cdepe  HHOOPMAIHUOHHOM
0e30I1acHOCTH;

pacciieIoBaHHs UHIUAEHTOB HHPOPMALMOHHO Ge30macHoCTH;

cbop, HaKoIUIeHHe, cucTeMaTu3aiusi u obpaboTka MHGOPMAIIUU II0
BOIIpOCcaM HHPOPMALMOHHON 6e3011acHOCTH;

obecrnieueHre HeoOXOAMMOro ypoBHS oTka3zoycrodumBocTn WT-
CEpPBUCOB U JOCTYITHOCTH JAHHBIX JJIS OApa3 ieeHu .

,HII}I peuicHud 3ada4d, BO3JIOKCHHBIX Ha OTIIEJI, €ro COTPyAHHUKH HMCIOT
CICAYIOIHC IIpaBa.

ONpenensaTh HeoOXOAMMOCTh U  pa3padaTelBaTh HOPMAaTHUBHBIE
JOKYMEHTHI, Kacalollliecss BOIMPOCOB obecredyeHus Oe30MacHOCTH
MHpOpMaIUY, BKJTFOYast JOKYMEHTBI, perIaMeHTHPYIOLIHe
IesTeIbHOCTh  IOoJb3oBareneld  WHGOPMAIMOHHOH  CHUCTEMBI B
yKa3aHHOH 001acTy;

OJIy4aTh HH()OPMALIHIO OT I0IB30BaTeNe HHYOPMALIMOHHBIX CHCTEM
AIMUHUCTpAIIAU 1o TMOOBIM acIeKTam IPUMEHEHHUS
UH()OPMAI[HOHHEBIX TEXHOJIOTHI;
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y4acTBOBaTb B IPOPabOTKE TEXHUYECKHX peIIeHHH [0 BOIpPOCam
obecniedeHns 6e30IacCHOCTH HH(OPMAaLMK NpPU [POSKTHPOBAHUM U
pa3paboTKe HOBLIX HH(YOPMAIMOHHEIX TEXHOIOTHIA;

y4acCTBOBATH B HCHBITAHHMAX pPa3pabOTaHHBIX HH(OPMAIEOHHEIX
TEXHOJIOTHH II0 BOIIPOCaM OLIEHKM KauecTBa peaau3alivi TpeGoBaHuUi
110 00eCIeueHHI0 6€30aCHOCTH HHAOPMALIUM;

KOHTPOJIMPOBATh  NEATEeNHHOCTh  IONB30BaTeliell IO  BOMPOCAM

obecnieuenns Ub;

I'OTOBHUTH IIPpEAJIOKEHUSA PYKOBOACTBY AI[MI/IHI/ICTpaI_II/II/I I10

obecrieuenuro TpeGoBanmii Mb.

8.2. O0BLeKT 3aIUThI

8.2.1. OTBETCTBEHHOCTbH 32 pecypchl

B AnmMunucTpanyuy JOMKHBI OBITH BBISBICHB! M OLEHEHB! C TOUKA 3PEHHS MX
BaXHOCTH BCe pecypchbl. [Ins BceX ICHHBIX PeCypcoB JIONDKEH OBITH COCTaBIEH
peectp (mepedenp). bmaromaps wHdopMamumm o pecypcax AIMHHMCTPAIHH
peanusyercs 3alUra MHGOPMAIUM, CTENEeHb KOTOPOM copasMepHa IEHHOCTH H
Ba)KHOCTH PECYPCOB.

B IC AnMuHHCTpanyy NpUCYTCTBYIOT CIEAYIOIINE THITBI PECYPCOB:

MHGOPMallUOHHBIE  PECypChbl, COjepKallie KOH(UACHIMAILHYIO
MHGOPMAIUIO, H/YIIH CBEJICHNST OPAHUYEHHOTO JOCTYIIa, B TOM YHUCIe
nHGOpMaLUIO 0 GUHAHCOBOH JNeSTebHOCTH AJIMUHUCTPALIUN;
OTKPEITO pacnpocTpaHseMas HHGopManus, Heobxoaumas Jyis paboTsl
AZMPHHCTpaLuy, HE3aBUCUMO OT GOPMBI 1 BUA €€ IIPECTaBICHNS;
MH(OPMALUOHHAA MHMPACTPYKTypa, BKIIOYAs CHCTEMBI 0OpaboOTKH U
aHanM3a WHQOpPMALMH, TEeXHWYECKHe W IIPOrpaMMHBIE CpeicTBa eé
0o0paboTKu, Ieperadd H OTOOpaKEHMs, B TOM YHCJIE KaHAJIBI
MHGOpMaIiOHHOTO OOMeHa H TEIeKOMMYHHUKAIMM, CHCTEMBI M
CpeZACTBa 3aIIUTH HHGOpMaLKY, OOBEKTHl M ITOMEIIEHUA, B KOTOPBIX
pa3sMeIIeHbl TaKHe CHCTEMBI.

s xaxxporo pecypca IoJDKeH OBITh Ha3HAUeH BIaJieNell, KOTOPBIi 0TBeYaeT
33 COOTBETCTBYIOINYIO KIacCUPUKaLUIO MHQOPMAIIMA U PECYypPCOB, CBA3AHHBIX CO
cpencTBaMu 00paboTKH MHGOPMAIKK, a TAKXKe 33 HAa3HaYEHHE M IEePHOIUIECKYIO
IIPOBEPKY IIpaB HOCTYNA M KaTeropui, OIpeNeNEHHBIX IOJUTUKAMH YIPaBICHHS

IOCTYTIA.

8.2.2. Knaccudukauusa uadopmanuu

Bce wuHGbOpManuMoHHBIE pPecypchl, IOMIEKAIIME 3alluTe, JO/DKHBEI ObITh
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KJ1acCHGULUPOBAaHEl B COOTBETCTBHHM C B@XHOCTBIO M CTENEHBIO JOCTYIIA.
Knaccuduxanus uHQOpMaLuy JODKHA OBITH JOKYMEHTHPOBaHa W yTBEpXKIeHA
PYKOBOJCTBOM AJIMUHHUCTPAIIVIH.

Knaccubukanus nHGOpMAIM JTOJDKHE HPOBOAUTECS BIIAJENBLEM PECYpCa,
XPaHsIIEro Uix o0paGaTeIBAOLIEro MHGOPMALUIO, IS ONpeIe/ICHUs] KaTerOpuu
pecypca. llepmommdecku KiacCHQUKAIMS HOJDKHA IIEPECMATPUBATLCS IS
IO ePHKAHKUS aKTYaIbHOCTH €€ COOTBETCTBUS ¢ KaTeropueli pecypca.

Pecypcel, conepxamiye KOHQUAESHINAIBHYIO UM KPUTHYHYIO HHGOPMAIHIO,
JOJIKHBI UMETh COOTBETCTBYIOIIYIO IOMETKY (Tpud).

8.3. Ouenka n 060paboTKa pUCKOB
B AnMuyHMCTpallUU JOJKHBI OBITH OIpeeeHbl TpeOOBaHuI K 6€30aCHOCTH

IyTEM METOAUYECKOM OLEeHKH puckoB. OILIEHKH PHCKOB JOJDKHBI BEBISBHUTE,
OIIPEENIUTh KOJIMYECTBO U PACIIONIONKUTE [0 MIPHOPUTETAM PHCKU B COOTBETCTBHH C
KPUTEPUAMU MIPUHATHUS PUCKOB U LIeISIMU. Pe3yIbTaThl OLIEHKH JOJDKHBI OIIPeIeNIsATh
COOTBETCTBYIOLIYIO PEAKIUI0 PYKOBOACTBA, IPUOPHUTETHI yIpaBieHus puckamu Vb
1 Habop MEXaHU3MOB KOHTPOJIS JUIs 3aIlIUTHI OT 3THX PUCKOB.

OIIGHKa PHUCKOB IpeArojaraeT CACTEMHOE COUCTaHHE aHaIn3a PHCKOB U
OLICHUBaHUs PHUCKOB.

Kpome Toro, omeHka pucKOB U BBIOOP MEXaHHU3MOB KOHTPOJS TOJKHBI
IPOU3BOIUTHCS IIEPUOHIECKI, YTOOBI:
+ Yy4ecTb U3MEHEeHUs OU3Hec-TpeOOBaHM U IPUOPHUTETOB;
+ IPHUHATH BO BHUMaHHE HOBBIE YTPO3HI U YSI3BUMOCTH;
» yOemuThCSd B TOM, YTO pealM30BaHHBIE CPEACTBA COXPAHIIN CBOIO
3¢ GeKTUBHOCTS.

ITepen o6paboTkoil Kaxkmoro pucka AJMHHHCTpAIMs [OODKHA BBIOpaTh
KPUTEPUHU VISl OIPEIENIEHUs] BO3MOXKHOCTU NPHHATHUS DTOrO pUCKa. PHCK MoXxer
OBITH IIPUHSAT, €CIM ero BeIMYHHA JOCTATOYHO Majla U CTOMMOCTHL OOpabOoTKH
HepeHTa0enbHa U1 AqMUHACTpanry. Takue pereHus JOKHbI PeriCTPUPOBATHCS.

JI71s1 KaX10ro U3 OLEHEHHBIX PUCKOB JODKHO MPUHUMATHCS OJHO U3 PeLIeHIM
1o ero obpaboTke:
e IPUMEHEHHE COOTBETCTBYIOLUIMX MEXaHW3MOB KOHTPOJS  JJIA
YMEHBIIEHIS BEJIMYUHBI PUCKa JI0 PHEMIIEMOTO YPOBHS;
+ CO3HaTeIbHOEC U OOBEKTHBHOE IIPUHATHE PHCKA, €CIH OH TOYHO
ynosnersopsier Ilomutuke AIMUHUCTpAMU U KPUTEPHAM IIPUHSITHS
PUCKOB;
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+ YKJIOHEHME OT PUCKa IyTEM HEJOIyIIeHus NeHCTBUii, MOTYIIUX OBITH
€ro IPUYUHOK;

 IIepeqada PUCKOB APYTo# CTOpPOHE (ayTCOPCHHT, CTpaxoBaHue H T.1L.).

8.4. be3onacHocTh nepconana
Ponn m obs3anHOCTH 1O OOecredeHH0 0e30MacHOCTH HMHGOPMAITHOHHEIX

pecypcoB, onmucanHble B cooTBeTcTBIM ¢ [lonutukoit Ub A iMUHHCTpaNKH, JOIKHEL
OBITH HOBENEHBI O COTPYOHHUKA IPHU TPYAOYCTPOHCTBE M BHECEHHI B €r0
TOJDKHOCTHBIE 00s13aHHOCTU. CroJia JKe TOMDKHBI BXOAUTDH KaK o6Iue 0613aHHOCTH
[0 peajM3allid K IONJEP)KKE IIONUTHKM O€30IMacHOCTH, TaK M KOHKDPETHbIE
00s3aHHOCTH IO 3aIIUTE PECypCOB ¥ IIO BHINOJHEHHIO KOHKPETHBIX OIEpalui,
CBSI3aHHBIX C O€30IT1aCHOCTEIO.

8.4.1. YcJjioBHS HaliMa

Bce npunrMaeMsele Ha paboTy COTPYIHUKH JOIDKHBI ONOOPHTDH ¥ HOAIMHUCATE
CBOU TPYZOBBIE JIOI'OBOPBI, B KOTOPBIX YCTAaHABIUBAECTCS UX OTBETCTBEHHOCTH 3a Ub.

B nmoroBop momkHO OBITH BKIIIOUEHO COTJIacHe COTPYIHUKA Ha IIPOBEICHME
KOHTPOJIBHBIX ~MEPOIPUATHA CO CTOpOHBI AJMUHUCTpalMl II0 IPOBEpKE
BBINIONIHEHHs TpeboBaHuit b, a Taxxe o00s3arenscTBa IO HepasTIIAIIEHHIO
koHGuAeHIMaNbHOW HH(popManuu. B moroBope MOMKHBI OBITH OIMCAHBI MEPHI,
KOTOpBIe OYIyT IIPUHATHL B CIIy4ae HecOOMOAeH s COTPYAHUKOM TpeGoBanuii UB.

Ob6s3annocty 1Mo obecredenno Wb  gomxHBL OBITH  BKIIOYEHBI B
JOJDKHOCTHBIE MHCTPYKIIH KaXKI0TO COTPYAHUKA A IMUHUCTPALIHH.

Bce nmpuHuMaeMble COTPYIHUKHU JOJDKHBI OBITH O3HAKOMIIEHBI ITOJT POCIIHCE C
riepeuHeM MH(OpMaIly, OTpPaHUYEHHOT0 JIOCTYIIa, C YCTAHOBIEHHBIM PEXHAMOM C
Hel ¥ ¢ MepaMy OTBETCTBEHHOCTH 3a HAPYIIEHUE 3TOTO PEXKUMA.

IIpu nmpenocraBieHun coTpyaHuKy npocryna K HMC, skclumyaTtupyeMbeM B
AIMUHUCTpalMM, OH JOJDKEH O3HAaKOMHUTBECS IO POCHHCH C HHCTPYKIIHeH
nons3osareist MC.

8.4.2. OTBeTCTBEHHOCTH PYKOBOJACTBA

PykoBoacTBO AIMHUHMCTpallUM AODKHO TpeOOBaTh OT BCEX COTPYIHHKOB,
NOAPSATYMKOB M IIOIb30BaTeNiel CTOPOHHUX OpraHW3aluii INPHHATHS —Mep
6e30acHOCTU B COOTBETCTBHM C YCTAHOBIECHHBIMH B AIMUHUCTPAIIUY [IOJTHTHKAMU
¥ TIpOLIelypaMHu.

VYnonHOMOYeHHBIE PYKOBOACTBOM AIMHHHCTPAIMM COTPYIHHKH HMEIOT
IIPaBO B YCTAHOBJIEHHOM IIOpsiIKe, O€3 yBeJOMIIEHHUS I10JIb30BaTeNeH, MPOU3BOIUTE
IIPOBEPKH:
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 BrlnonHenus qedcTBYIOMKX HHCTPYKIHHA o Borpocam Kb;
+ JIaHHBIX, HAXOJALIMXCS Ha HOCUTENAX HHPOPMALIUH;

« Ilopsixa MCIIONE30BaHMS COTPYAHUKAMU HH(POPMAIIMOHHBIX PECYPCOB;
+ Cogepxanus ciyKeOHOU TIEPEITUCKH.

8.4.3. O0yuyenue Ub

Bce coTpyaHuMKH HOIDKHBI HPOXOAMTH IIEPUOJMYECKYIO IIOATOTOBKY B
001acTi HOMUTUKY U npouenyp Vb, npuHsTEX B A IMAHACTPALVAL.

8.4.4. 3aBeplICHHE HJIN U3MEHEHHUS TPYAOBbIX OTHOIIEHHI
Ilpu yBONbHEHMH Bce MpPENOCTABICHHBIE COTPYNHHMKY IpaBa J0CTyHa K
pecypcam MIC nomxub!l ObITH yhaneHbl. [Ipym M3MEHEHWHM TPYMOBBIX OTHOIIEHHMH

YHAAJIAOTCA TOJIBKO T€ IIpaBa, HGO6XOIII/IMOCTB B KOTOPBIX OTCYTCTBYECT B HOBBIX
OTHOIICHUAX.

8.5. ®u3uueckas 60e30MaACHOCTDb

8.5.1. 3amumEénHbIe 00J1acTH

Cpezncrea 06paboTKi HHGOPMAIHH, IOANESPKUBAIOIINE KPUTHYECKH BAXKHBIE
1 ySI3BUMBIE pecypchl AIMUHUCTPAIUH, TODKHEI OBITH pa3MeEIeHb] B 3alMIIEHHBIX
obmactsx. Taxkumu  cpencTBaMM — SBISIOTCA:  CEPBEPhBl,  MAaruCTPalbHOE
TeJeKOMMYHHUKAallIOHHOEe 00OpyZnoBaHUe, Tele(QOHHbIE CTaHIMK, KpPOCCOBLIE
naHenu, obopynoBaHue, oOecrneuuBaroliee  oOpabOTKy W XpaHEHHe
KOH(uIeHIMATHHON HHpOpMaIIUH.

JamMmEHHble  00acTH JOJKHBEI 00ecreYnBaThCcs COOTBETCTBYIOIIUMU
CpeACTBaMH KOHTPOJIA OCTyIa, 00eCleurnBaroMM BO3MOXHOCTE JOCTYIIA TOJIBKO
aBTOPH30BAHHOIO MEPCOHANA.

3ampemaercsa IpUEM IOCETUTeNell B MOMEIIEHUSIX, KOTJa OCYLIEeCTBISIeTCS
06paboTka nHGOpPMaILIMK OrPaHHYEHHOT'O JOCTYIIA.

[ xpaHeHHs cChoyKeOHBIX [IOKYMEHTOB M MAIIMHHBIX HOCHUTENeH ¢
3alMIIaeMol HH(popMaIiel TOMeleHNs CHa0XaloTcs ceiipamMu, MeTAUIMIeCKUMU
mKadamu uin mradpamu, 060pyIOBaHHEIMH 3aMKOM.

HOMeIlIeHI/IH JOJIKHBI OBITh OOecreyeHsl cpeacrBaMi  YHHYTOXKCHHA
JOKYMCHTOB.

8.5.2. O6macTu o0u1ero goctyna

Mecra goctyma, depe3 KOTOphle HeaBTOPHU30BAHHEIE JIUIA MOTYT IIOIACTh B
[OMEIUEeHNs AIMUHUCTpPAINH, JOJDKHBI KOHTPOIUPOBATECS U, €CIIH OTO BO3MOXKHO,
JOJDKHBEL OBITH M30JHPOBAaHEl OT CPEeNCTB 00paboTKM HMHPOPMAlMH C LENLI0
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HPpEeIOTBPAIICHNSI HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

8.5.3. BenomoraresibHbIe CTY:KOBI

Bce  BcmomorarenpHele  CIy)kOBI, TakMe  KaKk  3JIEKTPOIIMTAHHE,
BOJOCHA0KEHHE, KaHAIU3alKs, OTOILICHHE, BEHTHIANMS ¥ KOHIMIHOHWPOBAHHE
BO3JyXa  HO/DKHBI ~ OOecriedumBaTh  TapaHTHPOBAaHHYIO W YCTOHYHBYIO
paborocnocobHocTh KomIoHeHTOB HIC, SKCILTyaTHPYIOWEXCs B A IMHHKCTpAIIHH.

8.5.4. YTHJIM3aUusi WM MOBTOPHOE HCIO/IL30BaHUe 000pyA0BaHHS

Co Bcex HocuTenedl uHOpPMAalMM, KOTOPHIMH  YKOMIUIEKTOBAHO
YTHIH3HpYyeMOe 00OpyZOBaHHE, [O/DKHBI TapaHTHPOBAaHHO YIAIATECS BCE
KOH(UIEHIIANbHEIe JaHHBble ¥ JmiensuonHoe I10. OrTcyTcTBHe 3aIuIaeMoi
HHOOPMAlMH Ha HOCHTENSX IOJDKHO OBITH IposepeHo OthenoM, o uéM IOJDKHA
OBITh ClIeNIaHa OTMETKA B aKTe CIIMCAHMUSL.

8.5.5. Ilepemenienne nmymecTsa

O6opynosanue, nadopmanus win 10 KomKHEL MepeMelnaThbes 3a Ipeaesbl
AIMAHUCTpalMK TONBKO IPU HAJIHYHU IIHMCBMEHHOTO paspelleHds PYKOBOICTBA.
CoTpyZHUKH, HMEIOIIME TMpaBO IepeMelarb OO0OpYJOBaHME M HOCHUTEIH
MHGOPMALMK 33 IIpelensl AJIMUHUCTPALMH, JOJDKHBI OBITH YETKO OIpEeleHEL.
Bpems mepemelnenns oOopynoBaHus 3a Ipeneiibl AJMHHHCTPALUM U BPEMs €ro
BO3BpaTa JOJDKHBI PETUCTPUPOBATHCS.

8.6. KontpoJas goctyna
OCHOBHBIMH I0JIE30BAaTENIME HHQOPMALHK B HH(POPMALIMOHHBIX CHCTEMAx
AIMVHUCTpalMH SBJIAIOTCS COTPYIHHKH CTPYKTYPHBIX IMOApasiesieHuil. YpoBeHb
IIOJTHOMOYMM KaXIOro IIOJb30BATENs ONpenerseTcs WHIANBHAyaTbHO. Kansii
COTPYIHHUK ITOJIB3YETCS TOJIBKO IIPEANKMCAHHBIMU €My IpaBaMH 10 OTHOIIEHHIO K
nHbOpManyy, C KOTOpoil eMmy HeoOXomuMo paGoTaTh B COOTBETCTBHH C
IOJKHOCTHBIMH O0SI3aHHOCTSIMH.

Hormyck none3osaTeneil k pabote ¢ HHGOPMALUOHHEIME PECYPCAMH JOIDKEH
OBITH CTPOro perylaMeHTHpoBaH. JIOOble WM3MEHEHMsS COCTaBa M IIOJHOMOYMIA
TOJIb30BATENIEN MOJCUCTEM JOJDKHBI IPOU3BOAUTECS B YCTAHOBIEHHOM IOPSJIKE,
COIVIACHO PETTIaMEHTY IPEIOCTABICHUS JOCTYIIA OIB30BaTEIEH.

Kaxmomy mone3oBarento, JMIONyIIEHHOMY K paboTe C KOHKPETHBIM
MHQOPMAIIOHHBIM aKTHBaM AJIMUHHCTPald, IOJDKHO OBITh COIOCTaBIICHO
IIEPCOHANIBHOE YHUKAIbHOE MMs (Y4ETHAasI 3aIUCh [I0TIB30BATENs), 10 KOTOPHIM OH
OyIeT perucTpupoBaThcs 1 paborats ¢ HA.

B cinyyae mpou3BOACTBEHHOH HEOOXOIUMOCTH HEKOTOPBIM COTPYIHHKAM
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MOTYT OBITh COIIOCTaBJIEHB] HECKOJIBKO YHHUKATIBHBIX HMEH (YUETHBIX 3aIuceit).

BpeMeHHaSI YUCTHAA 3allMCh MOXET OBITH 3aBC/ICHA IJIA I10Jb30BATE/Id HA
OTPaHWYEHHBIA CPOK [UIS BBIIONHEHHA 3aJad, TPeOYIOIHX pacIIMpPEeHHbIX
TIOJTHOMOYHH, WK IS IIPOBEJEHNS HaCTPOUKM, TECTHPOBAHMSA MH(OOPMAMOHHOM
CHCTEMBI, Ui OpraHM3alldd TOCTEBOrO JOCTyna (MOCETHUTENSAM, COTPYIHHKAM
CTOPOHHMX OpraHW3allii, CTa)kepaM K WHBIM IIOJIb30BATENSAM C BpPEMEHHBIM
JOCTYIIOM K HH(POPMallMOHHOH CHcTeME).

B ofweM ciydae 3ampelieHO CO37aBaTh H  HCIOJNB30BaTh  OGILYIO
TTOJTB30BATEIBCKYIO YUETHYIO 3aIIKCh AN IPYIIIE oJb3oBareei. B cinyyasx, xorna
3TO HEOOXOMMMO, BBUY OCOOSHHOCTEH aBTOMATH3UPYEMOro GH3HEC-TIPOLIecca Wl
OpraHu3alyy Tpyda (HalpuMep, IOCMEHHOE JEKYPCTBO), MCIIONL30BaHue OOLIel
YYETHOH 3aIMCH JOJDKHO COIIPOBOXKIATHCS OTMETKON B KypHaJe Y4&Ta MAIlMHHOTO
BpEMEHH, KOTOpas JOJDKHA OZHO3HAYHO WACHTH(UIIMPOBATH TEKYILETrO Blajelblia
YYETHOM 3amUCH B KaXXIplf MOMEHT BpeMeHH. OIHOBPEMEHHOE KCITOIB30BaHUE
ONHOH OOWel IOJIB30BAaTENbCKON YUYETHOM 3allMCH Pa3sHBEIMH IOJIH30BATEIIMH
3alpeIieHo.

PeructpupyeMsle y4E€THBIE 3alIUCH OAPA3AEIIAIOTCS Ha:
« Ilomp3oBarensckue - NpeqHasHadeHHbIE UL ayTeHTH(UKALU
nojp3oBareneilt IP AnMunncrpanuy,
+ CucTeMHBIE - UCTIONB3YeMbIe VIS HYXK/[[ OIIEPallAOHHOM CHCTEMBI;
« Cmyxe0OHble - IpeHa3HAYCHHbIE 11 QYHKIMOHUPOBAHHUS OTHENbHBIX
IIPOLIECCOB MIIM IPUIIOKEHHH.

Cucremnple y4€THBIE 3alMCH (QOPMHUPYIOTCS OIEPAIHOHHON CHCTEMOM U
JOJDKHBI MCIIONIB30BAaThCSA TONBKO B CIydasx, IPEANUCAHHBIX IOKyMEHTalMel Ha
OIIEPalIIOHHYIO CHCTEMY.

Ciyxe6Hble y9ETHBIE 3aIIUCH MCIIOIB3YIOTCS TONBKO IS 3aIyCKa M paboThl
CEPBUCOB WU IIPHIIOKEHUH.

Hcnonp30BaHHEe CHCTEMHBIX WIH CJI}’)K36HBIX y‘{éTHBIX 3anuce aas
perucTpanuu TIOJIB30BATENEN B CUCTEME KaTeropu4eCKu 3arpeIicHo.

IIponenypsl perucTpanivy U OIOKUPOBaHIS YIETHBIX 3aMCEH MOIb30BaTeNeH
TOJDKHBI IIPUMEHSTBCA ¢ COOJIIOICHUEM CIIeAYIOIIUX MIPaBHIL:
* HCIIOJIb30BaHUe YHUKAIBbHBIX uIaeHTU(uKaropoB (ID) monp3osareneii
JUIL OJHO3HAYHOI'O ONpENEeNIeHHs] M COIOCTABIIEHMS JIMYHOCTH C
COBEPIIEHHBIMU el JeHCTBUAMU;
* HCII0JIb30BaHue IPyInoBeiX [D paspeniats TONBKO B cliydae, eIl 3TO
HeOOXOMMO IS BEIIOJIHEHUS 33/1a4H;
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+ IpefoCTaBleHME M  ONOKUpPOBaHME  IIpaB  JODKHBI  OBITH
CaHKIIMOHUPOBAHEI M JOKYMEHTHPOBAHEI,

 IIpefocTaBiieHye npaB poctyna K [P, Toneko mocie coriacoBaHHS C
BiasenbleM ganHoro P,

¢ perucTtpanus U ONOKHpOBaHUE YUETHBIX 3amHcedl JOIIyCKaeTcs ¢
OTZENBHOTO pa3peeHns] pyKOBOACTBA A IMUHHCTPALH;

¢ YpPOBEHBL NIPEJOCTABICHHBIX IIOJHOMOYHMH JOJDKEH COOTBETCTBOBATEH
IIPOU3BOJICTBEHHOM HeOOXomuMOCTH M HacTosmel ITonuTuke M He
CTaBUTh [I0J YIPO3Y pasrpaHUUCHNE PEXKUMOB PabOTEI;

« COIVIaCOBaHHUE M3MEHEHUs npas noctyna ¢ Oraenom;

« JIOKyMEHTalbHas (QUKcalyss Ha3HAYEHHBIX IIOJIb30BATENIO IpaB

IOCTYIIa;

¢ O3HaKOMJIGHHE IIOJH30BaTeled IMoJa TOAMHCh C IHCHMEHHBIMU
JOKyMEHTaMH, B KOTOPBIX PerIaMeHTHPYIOTCS UX MpaBa JOCTYIIa;

¢ IpPEeNoCTaBlieHHE JOCTylla C MOMEHTa 3aBepIleHHs IIPOLEAyPHI

perucTpanuy,

« olecrieueHue CO3JaHus M MOAAepKaHus (HOPMAIBHOIO CIIMCKA BCEX
NOJB30BaTeNe, 3aperuCTPUPOBaHHBIX i paborel ¢ WP wmmm
CepBUCOM;

¢ HEMeIJIeHHOe YyJaleHHne WiIh OJOKMpOBaHWE I@paB  JOCTyIIa
IIOJIb30BaTeNel, CMEHHUBIIMX JOJDKHOCTh, (OpMY 3aHATOCTH WK
YBOJIMBIIUXCS U3 AJIMUHUACTPAITHH;

« aymur ID © yderHeIX 3amucedl IONB30BaTENed HA HAIHYHE
HEWCIIONb3YEMBIX, UX yAaJIeHHue 1 OIOKUPOBKA,;

« obecrieueHue Toro, uyToObl juminHWe ID monp3oBarenell He OBLIM
JOCTYIIHBI IPYTHUM TIONB30BATEIIAM;

+ obecrieduTh BO3MOXHOCTH IPEIOCTABICHHUS MTOJIB30BATENSIM JOCTYIIA B
COOTBETCTBUM C  UX  JODKHOCTSAMH,  OCHOBaHHBEIMEH  Ha
IIPOU3BOJCTBEHHBIX TPeOOBAHUSIX, ITyTEM CYMMHPOBAHUS HEKOTOPOTO
YrIclia paB JI0CTYyIIa B THIIOBBIC TIPOQIIIH JOCTYIIA MOJIE30BaTENIEH.

8.6.1. YmnpaBJ/ieHHe NPUBUJIETUSIMH

Hoctyn coTpynHuka K UHGOPMAIMOHHBIM pecypcaM AJIMAHHCTPAIUH
IOJDKEH OBITh CaHKIMOHHUPOBaH HAYaIbHUKOM CTPYKTYPHOTO IOApa3leiieHus, B
KOTOPOM YHCIIUTCS, COIJIACHO IITATHOMY pAaclUCaHUIO, JAHHBIA COTPYIHHK, H
BIaEeNbllaMd COOTBETCTBYIOIIMX WH(POPMAIMOHHBIX PECYpcOB. YIIpaBlICHHE
JOCTYIIOM OCYILIECTBIISIETCS B COOTBETCTBHUHU C YCTAHOBJICHHBIMH IIPOLIETyPaMH.

Hagnenenue mnpuBmiernsiMM M HX HCIONB30BaHHE MAOJDKHO OBITH CTpPOTO
OrpaHUYEHHBIM M  yIpaBiseMbIM. PacrpeneneHue NpPUBWIETHH  JOJDKHO
YIIPaBIIATBCS € TIOMOIIBIO IIpollecca PerucTpalviy STHX IpUBHIerui. JIo/KHEI OBITH
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PacCMOTPEHEI CIICAYIOILNE 3TallbL:

HJOJIKHBI OBITH I/IJICHTI/I(bI/ILII/IpOBaHBI IIPHUBUJICTHH OOCTYIIa, CBA3AHHBIC

C KaXIBbIM CHUCTEMHBIM IIPOAYKTOM, HAIpUMep, C ONEpalOHHON
CHCTEMOM, CHCTEMOM ympaBieHuss 0a30d [OAHHBIX H  KaXIbIM
IPUJIOKEHUEM, a TaKXe I10JIb30BaTel, KOTOPHIM OHHU JOJDKHEI OBITh
IIPEIOCTABIICHBI,

IIPUBMJIETUH JOJDKHBI [IPEIOCTABIISTECS II0JB30BaTENSIM Ha OCHOBAHUH
«IIPOU3BOJICTBEHHON HEOOXOAUMOCTHY U TOJBKO Ha IEPUO] BPEMEHH,
HEOOXOOUMBIN Ui JOCTIDKEHMS IIOCTABIEHHBIX LeNel, HalpuMmep,
IIPUBWIETY, MUHUMAIBHO HEOOXOAWMMBIC JUISI BBIIIONHEHHS WX
GYHKIMOHANBHEIX ~ OOS3aHHOCTEH, TONBKO TOTrAa, KOrga OTH
HPpUBUIICTHA H@OGXOI{I/IMBI;

nomkeH OpIThb ofecmedeH Ipolece CaHKIHOHMPOBAHHS BCEX
IPEOCTAaBIICHHBIX IPUBHUIETMH W CO3JaHHe OTYETOB IO HHM,
IIPpUBWJICTHH HEJIb34 IIPEAOCTABIIATL OO 3aBEPIICHUA IIpoHecca HX
perucTparnuy,

YHUKaJIbHbIE TIPUBUJIETMM JOJDKHBI TPUCBaMBaThes Ha aApyroi 1D
IIOJIB30BaTeNs, HE TOT, KOTOPHIH HCHOIBR3yeTcs Npu 0OBIYHOM paboTe
IIOJIb30BAaTeIIsI.

KoHTponp ¥ mepuogudecKkuil mepecMOTp IpaB AOCTyIa MOJb30BaTened K
TH(POPMAIIOHHBIM pecypcaM A IMUHICTPAIIH OCYIIECTBIISETCS B IIPOLIECCce ayquTa
Wb B cootBeTcTBUM C [TpaBunamu ayquta b 1 ycTaHOBIEHHBIMU NPOLEAYPaMH.

8.6.2. YupaBJjieHHe NapOJISIMH

ITaposu - cpecTBO NPOBEPKH IMYHOCTH IOIB30BaTeNs 131 goctyna K MC umm
cepBucy, ofecreuynBaioniee HASHTHQHKAIUIO M ayTeHTHQHUKAIUI0O HA OCHOBE
CBE/ICHUH, H3BECTHBIX TOJBKO I10JIH30BATEIIIO.

[IpenocraBieHue mapoiiedl JOMKHO KOHTPOJIUPOBATECS IOCPEICTBOM
o(ruMaTEHON IPOeAyPEl, OTBEYAIOIICH CIIeIYIOIIUM TpeOOBaHMAM:

BCE IIOJIB30BATENU JODKHBI OBITh O3HAKOMIIEHBI IO POCIHUCH C
TpeboBaHUEM COXpaHEeHHs B TaliHe JINYHBIX U IPYIIIOBBIX IapoJei;
IIPY HAJIUYUY BO3MOXXHOCTH, HEOOXOANMO HAaCTPOHUTH CUCTEMY TaKUM
00pa3oM, 4TOOBI [IpH IIEPBOM BXO/I€ [T0JIb30BATENIS C HA3HAUYEHHBIM eMY
BPEMEHHBIM I1apoJieM CHcTeMa cpasy ke TpeboBajla ero CMeHHUTE;
BpEMEHHBIE IapOJIM JOJDKHBI HA3HA4YaThCA II0JIB30BATENIO0 TOJBKO
II0CIIe €ro UACHTU(DUKAINY;

HeobxoarMo usberarts nepenady naposei ¢ UCHoIb30BaHIEeM TPETHUX
JUL] WK He3alnbpoBaHHON AJIEKTPOHHOMN MOYTOMH;

BpEMEHHBIE IapojM HE JODKHBI OBITh  yraaplBaeMbIMH |
IIOBTOPSIFOLIUMUCS OT ITOJIB30BATEINS K II0JIE30BATENIO;
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IIOJIB30BATEJIb JOJDKEH IIOATBEPAUTD IIOTYUCHUE I1apOJId;
Iapojii  OOJDKHBI XpaHUTBCS B OJICKTPOHHOM BHJE TOJBKO B

3aIULICHHOU hopMme;

HazHa4yeHHble npouspogureneM 10 maponu DOKHB! OBITH M3MEHEHEI
cpasy II0CIIe 3aBEPIICHUS MHCTAILIAIINH,

HeOOXOAUMO YCTaHOBHUTH TpeOOBaHWS K MJIMHE IIapoisd, Habopy
CHUMBOJIOB U YHCIIY ITONEITOK BBOJIA;

HeoOXO0JMMO M3MEHSTh [apoJIs MOJIE30BATENs HE PEXe OJHOIO pasa B

90 mHeil.

Ilpr HEOOXOOMMOCTH MOXHO PacCMOTPETH BO3MOXKHOCTEH MCIIOJIB30BaHMSA
JOpYTUX TEXHOJOTMHA HIeHTH(QUKALUUA W ayTeHTHOHKAIMH II0JIb30Bareiel, B
YaCTHOCTH, OHMOMETPHYECKHMX TEXHOJIOTHH, MPOBEPKH IIOANKMCH MW AIllapaTHBIX
cpencts (cMapT-KapTsl, e-Token/ruToken, ynrisl ¥ T.11.).

8.6.3. KonTpous npas nocryna

Yro6k! 0becrieunts 3 HeKTHBHBI KOHTPOIb JOCTYIAa HEOOXOOMMO BBECTH
obHLIMaNbHEIA IPOIECC PeTYIIPHOM IPOBEpKH MpaB JAOCTYIA IOJIB30BaTelel,
OTBEYAIOIIMH CIeNYIOIUM TPeOOBAHUSM:

paBa JOCTylla IIONb30BaTenell [OJKHBEI IPOBEPATHCS —depes
peryispHsle HHTEpBAIbl (HE pexe OTHOro pasa B IOJr0ja), a TaKKe
1ocJie BHECEHUS Kakux-mubo m3menenuii B VIC,;

IpaBa  JOCTyma  IIOJb30BaTeNieil  JOIDKHBI  MPOBEPSTBCA U
IIEpeHa3Ha4YaThCs IIpY U3MEHEHUH X JOJDKHOCTHEIX OOS3aHHOCTEH, a
TaK)Ke IIpU Iepexone C OJHOM paboThl Ha IPYryl0 B IMpemeiax
AIIMUHHCTpaLIUY;

IIPOBEPKaA IIpaB I0JIb30BaTeNeH, UMEIOUX 0CcOObIe MPUBUIIETHH IS
JOCTYIIa B CUCTEMY, JOJDKHA IPOBOAUTECS yallle (He pexe OIHOTro pasa
B 3 Mecsa);

HEOOXOJMMO pEeryisipHO IpOBEPSATh aJeKBATHOCTh Ha3HAYEHHBIX
NpUBWIETHH, Bo n3bexaHue IMOIydeHUs] KeM-JIH00 M3 IOJIb30BaTelIei
M3JTUIIHUX TPaB;

W3MEHEHUE IPUBWICTMPOBAHHBIX  VYETHBIX  3alHCel  JIOJDKHO

IPOTOKOJIHPOBATECH.

KonTpons Hajx  BBINONHEHHWEM IPOIEAYp  YIOPAaBICHHS  JOCTYIIOM
II0JIb30BaTeNIe! JOHKEeH BKIIIOYATh:

KOHTpOJIb ~ HaJg  jgobaBieHWeM, yAaJleHHeM ¥ HW3MEHEHHEM
UACHTU(UKATOPOB, ayTeHTH(GUKAITUOHHBIX JAHHBIX H UHBIX 00BEKTOB
UIeHTUQHUKAIIH;

IIPOBEPKY IOJIMHHOCTH II0JIb30BaTelel Iepesi CMEHO MapoJieit;
HeMeUIeHHOe ONOKHpOBaHKe IIpaB JOCTYIIA NPH YBOJIbHCHH,
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« OoKMpOBaHHUE YYETHBIX 3alliCell, HeaKTHBHEIX Gomee 45 mHeit;

* BKJIIOYEHME YYETHBIX 3allMCel, HCIONB3YyeMbIX IOCTABIIMKAMH I
YAQIEHHOM ITOAJEPKKH, TONBKO HA BPEMsl BBIIIOJIHEHHS paboT;

* OTCIEXUBAHHE YHANEHHBIX YYETHBIX 3allHCeH, WCIIONb3yEMBIX
IIOCTaBIIMKaMHU, BO BpeMs pabor;

* IPENOTBPAICHHE IIOBTOPHOIO HCIIONB30BAaHUS HIAEHTH(QUKATOPA
II0JIb30BaTeNsl ¥ (UIIK) YCTPOICTBa B TEUEHHE HE MEHeE TPEX JIET;

* O3HaKOMJICHHE C MpPaBUIIAaMU U NPOLENypaMH ayTEHTU(PHKALMH BCEX
II0JIP30BATENICH, MMEIOIUX [JOCTYNl K CBEICHHSAM OIPaHHYEHHOTO

PacIpoCTpaHeHus;
* HCIOJNB30BaHKE MEXaHU3MOB ayTeHTH(UKAINY IIPH JOCTYIIE K JIF060it
Oaze JNAHHBIX, conepkalient CBEJIeHUS OTrPaHNYEeHHOTO

PaclpoCTpaHeHUsA, B TOM YHCJIE JOCTyIlE CO CTOPOHBI IPUIOKEHHH,
aJIMUHHCTPATOPOB U JTIOOBIX JPYTUX MOJIB30BATENEH;

* paspelreHune 3aIpocoB U IIPSMOro AOCTYyIIa K 6a3aM JaHHBIX TOJIBKO I
aJIMUHUCTPaTOpPOB 0a3 NaHHEIX;

« OnoKkupoBaHHe YYETHOM 3amucy Ha MEepUO paBHBIH 30 MUHYTaM HIIH
J10 pa30IOKMPOBKH yIETHOM 3aIlUCH aJIMUHHUCTPATOPOM;

+ OmoKMpOBaHHE YUETHBIX 3aIMCell MOJIB30BATENEH IIPU BBISBICHHH 110
pe3yJbTaraM MOHHMTOPMHIa (IIPOCMOTpa, aHajiu3a) HKypHAIOB
perucTpauun coObITUH 0e30macHOCTH JeMCTBUM  Ionb30BaTenei,
KOTOpBIE  OTHECEHBI  OIIEPaTOpOM K  COOBITHSM  HapyIIeHHS
6e3omacHOCTH HHPOPMALIMH.

8.6.4. Hcnosb3oBaHue napoJiei

Wnentuduxarop u maponp mnone3oBareidss B WC sABIAIOTCS yYETHBIME
JaHHBIMH, HA OCHOBAHHH KOTOPBIX COTPYJHUKY AJMUHHUCTPAIIHH IIPEI0CTABIIAIOTCS
IpaBa AOCTyIa, IIPOTOKOJIUPYIOTCA NPOU3BOJUMBIE UM B CHCTEME IEHCTBUA U
ofecreunBaeTCs PEeXUM KOHOHUIEHIMATBHOCTH, 00pabaThiBaeMoii (CO3/aBaeMoii,
TiepeaBaeMon U XpaHHUMOM) COTPYJHUKOM UH(POPMAIHH.

He nomyckaeTcs uCIonbp3oBanme PasIUYHBIMU NOJIB30BATEISIMU OJHUX U TeX
K€ YYETHBIX JaHHBIX.

HepBOHa‘—IaJIBHOe 3HQYEHUC IIapoJIia yquHoﬁ 3alliCHh  I10JIb30BaTECIIA
YCTaHaBJINBACT AHMI’IHI/ICTpaTOp 0e30I1aCHOCTH.

JInuHbIE IMapojii  yCTaHaBJINBAIOTCA HBpBBIﬁ pa3 COTpyAHHKaMH OTOCia
I/IH(l)OpMaH,I/IOHHOFO obecnieuenus. Ilocie NepBOoro BxXoda B CHCTEMY H B
JabHEeHIIeM mapoiIu BI)I6I/IpaIOTCﬂ IMOJIB30BATCIIAAMU aBTOMaTHBI/IPOBaHHOﬁ
CHCTEMbI CAMOCTOSTEJIBHO C YUETOM CICAYIOIIHNX Tpe6OBaHI/II712

* JUUIMHa I1apoJid JOJIKHaA OBITH He MeHee 8 CHMBOIJIOB,
* B YHCJIC CHMBOJIOB IapOJid JOJDKHBI IPUCYTCTBOBATH TPH U3 I-ICTI:IpéX
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BUJIOB CHMBOJIOB:
OyKBBI B BEpXHEM PETUCTPE;

OYKBBI B HI)KHEM PETUCTPE;

uQpsL;

cnenuanbaele cuMBOIEL (! @ #$ % T& * () - _+=~[1{}|\:;"'"
<>,.?);

>

mapolib HE JOJDKEH COACPIKATD:

JIETKO BBIYHCIISIEMBIE COYETaHMA CUMBOJIOB, HAIIpUMEp, O MMEHa,
bamunmn, HoMepa TelehOHOB, AaTHI;

0 MOCTEAOBATENbHO PACIIONOXEHHBIE Ha KJIIaBUATYPE CUMBOJIBI
(«12345678», «QWERTY», u 1.711.);

obmenpunsaTeie cokpamnieHus (KUSER», « TEST» u T.1.);
TIOBCEJIHEBHO HCIIONIb3YyeMOE CJIOBO, HampuMmep, HMeHa WIH
baMuuy Apy3el, KoJuier, akTépoB WIM CKa30YHBIX MEPCOHAXKEH,
KIIMYKY J)KUBOTHBIX;

KOMITBIOTEPHBIN TEPMUH, KOMaH/1a, HAUMEHOBaHNE KOMIIaHUH, web
caiiToB, alIapaTHOro WK IMPOrPaMMHOI0 OOECIIeYCHUS;

YTO-JIN0O0 U3 BBHIIICIIEPEUUCICHHOTO B 00paTHOM HaIlUCAHUY;
4T0-1K00 U3 BBIETIEPEIUCIICHHOTO C 100aBieHneM udp B
HayvaJle WY KOHIIE;

IIPH CMEHE MapoJisi 3HaUeHHEe HOBOT'O JIOJDKHO OTJIMYATHCS OT
MIpeabAYIIEero He MeHee YyeM B 4 TIO3UIIISIX;

e A Pa3IMIHbIX nC HGO6XOILI/IMO YCTaHaBJINBaTb CO6CTBCHHBI€,
OTJIM49arouInecs 1mapoJi.

CoTpyIHUKY pEeKOMEHIyeTCs BHIOMpaTh Mapoib C IIOMOIIBIO ClexyroIel

IpOLIEyPhI:

BEIOpaTh (Gpasy, KOTOpyr Jerko 3amoMHUTh. Hampumep, «Tpu
MyJpela B OJTHOM Ta3y IIyCTHIHCH IO MOPIO B TPO3Y»;

BBIGPATH IIepBble GYKBBI M3 KAKIOTO CIIOBA « TMBOTIIIIMBIY;

HaOpaTh IOJYYSHHYIO IIOCIEeIOBATENIbHOCTD, IEPEKIIOYMBIINCH Ha
AHTTIHHACKYIO PacKIaIKy KiIaBHaTyphl: «nvdjnggvduy;

BHIOpaTh HOMEpP CHMBOJIA, KOTOPBIA OyIeT 3alKCHIBATHCA B BEpPXHEM
pEerucTpe U Mmociie KOTOporo OyAeT crenuaasHbld cumBoi. Hanpumep,
9T0 OymeT MsTHI CHMBOJ, @ B KadyeCTBE CIIELHAILHOrO0 CHMBOJA
BEIOpaH «#». [lomyqaem: «nvdjN#ggvduy.

COpr,E[HI/IKy 3alpemacTcAa:
¢« COOOIATHL CBOM Mapob KOMY-IH00;
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*  YKa3bIBaThb IapoJib B COO6III€HI/I$IX 3J'I€KTpOHHOfI ITOYTHI;
e XPaHUThb NApOJIH, 3allICAHHBIC Ha 6yMare, B JICTKO JOCTYIIHOM MECTC;

* HCIIONB30BaTh TOT XK€ CaMBIH [1apOJlb, UTO U I APYTUX CHCTEM
(HanpuMep, TOMAaIllHUI HHTEPHET IIpoBaiep, 6eciaTHas
AJIEKTPOHHAs I104YTa, POPYMEI U T.IL.);

+ HCIONB30BaTh OJWH U TOT K€ Iapoib i [OCTyNa K pasiddHbIM

koprnopatuBHbM VIC.

Bxon momns3oBaresiss B CUCTEMY He IOJDKEH BBINOJNHATHECH aBTOMATUUYECKMU.
[Tokugass pabouee MecTo IONB30BaTelh 00s3aH 3a0JIOKUPOBATE KOMIIBIOTEP
(ucmonp3ys komOuHaruu Win + «Ly» wimm Ctrl + Alt + Delete ~ «bnokupoBats
KOMIIBIOTEPY ).

CoTpynHUK 00s13aH:

« B Clly4yae IOJO3pPEHHs Ha TO, YTO Iapojb CTall KOMY-IMOO W3BECTEH,
IIOMEHSITh MapoJib ¥ COOOLIUTH O (haKTe KOMIIPOMETAIUH COTPYIHUKY
otnena UC CMT;

+ HeMemIeHHO cooOmuth corpynuuxky otnena MC CMT B ciyuae
TIOJIyYEeHHS OT KOro-Ti00 MPOCchOBl COOOIIUTH ITapOIIb;

¢ MEHSTH NapoJib Kaxaeie 90 nHei;

« MEHSTh apoik 1o TpeboBanuo AnmMunucrtparopa Ub.

[Tocme 5 (mATH) HEyHAYHBIX ITONMBITOK BBOJA Iapoyid ydu&THas 3aIuch
onoxupyetcs Ha 10 (mecsats) munyT. Ilpy cucreMarudeckoi OJIOKUpPOBKe yUETHOMR
3alucH coTpyaHuKoM (6onee 3 (Tpex) pa3) onosemaercss Anmunuctparop Ub.

PykoBOJICTBO AJIMHHUCTpPAIIMK OCTABIIAET 3a COOOM MPaBo:
e OCYIIECTBJIATh IEPHOMUYECKYIO IIPOBEPKY CTOMKOCTH IapoJiel
TI0JIB30BaTeNIeH, HCIIOIB3yEeMBIX COTpyAHNKaMHU 115 octyna k MC;
» TPUHUMATH MeEpPHl AWCHUIUIMHAPHOTO XapakTepa K COTpPYITHHKaM,
HAPYIIAOIIIM ITOJIOKESHHUST HACTOSIICH ITOJUTHKH.

8.6.5. Iloan3oBaTenbCcKOe 0GOPYyIOBaHME, OCTABIsIEMoe 6e3 MPpHCMOTpa

Ilons30Batenu  OMKHBL  obecrieyuBaTh  HEOOXOAMMYIO  3allUTy
obopynoBaHus, ocratoiierocs 6e3 mpucMoTpa. Bee 1monb3oBaTeNn JOJKHBI OBITH
ocBeomiieHsl o TpebGoBanusax UMb u mpaBmiax 3amurhl ocTaromierocs 6e3

nprcMoTpa 000pyIOBaHHUS, a TAKXKe O CBOUX O0S3aHHOCTAX II0 OOECIIEUEHHUIO STOMH
3aIUTHL.

8.6.6. IloanTHKA YHCTOrO CTOJIA
CoTpynHUKM AIMUHUACTpAAX OOS3aHEL:
e COXpaHATh U3BECTHbIE UM IAPOJIU B TaHHE;
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* 3aKpBIBATH AKTUBHEIE CEAHCHI 0 3aBEPIICHAN PaOOThI, €CITH TOIBKO UX
HENB3sS 3alllUTHTh IOAXOAANIAM OJIOKMPYIOIIMM  MEXaHH3MOM,

HaIlpuMeDp, 3aIIUINEHHEIN TapoJIeM XpaHUTeNb SKPaHa;
* II0 3aBEpIICHUH CeaHca BEIXOUTH U3 CHCTEMBI y YHUBepcalbHEIX OBM,
cepBepoB u oducubrx [1K.

3amnpelnaeTcs BECTH 3aIKCh aposiei (Hanpumep, Ha Oymare, B IpOrpaMMHOM
Gaiine WM B KapMaHHOM YCTPOMCTBE), 38 HCKIIOYEHHEM CIIydaeB, KOTOa 3aIliCh
MOXXET XPaHUTHCS 0€30I1aCHO, a METO XpaHeHUs OB YTBEPKIEH.

JIOKyMEeHTBI U HOCHUTENU C KOH(UISHLUUAIBbHOW HH(pOpManueil IOIKHBI
ybuparbcs B 3anmpaeMble MecTa (cefdsl, mKadsl ¥ T.I.), OCOOEHHO NPH yXOJE C
pabouero mecra.

KOMHB}OTepLI H TEpMUHAJIBI ITOJIKHBI OBITH OCTaBJIEHBI B COCTOSHUMU
BBITIOJIHEHHOI'O BbIXOJa M3 CHCTCMBI, KOI'lda OHH HaxXOoOATCA 0e3 npucMoTpa.

Bxox monp3oBatenss B CHCTEMY He AOJDKEH BBHIIIONHSTHCS aBTOMATUYECKHU.
[Tokupas paboyee MecTo, IOJNB30BaTeNlb 00s3aH 3a0JOKUPOBATH KOMIBIOTEP
(ucmonb3ys komOuHamuu Win + «L» mwmm Ctrl + Alt + Delete ~ «brokuposath
KOMITBIOTEDY ).

JoxyMeHTEI, coaepxamye KOHOUACHIUATbHYIO WH(POPMAIUIO, XOJDKHEI
M3BIMATHCS M3 MEYATAIOIIUX YCTPOUCTB HEMEJIEHHO.

B xoHI1e pabo4ero qHsS COTPYIHUK JODKEH IIPUBECTH B HOPSIOK TUCEMEHHBIMH
CTOJ ¥ yOpaTh Bce JOKYMEHTHI B 3allUpaeMbIi IKad WId ceid.

Jst YTHIA3AIAN KOHGUICHIUATBHEIX JIOKyMEHTOB, OJDKHBI
HCIIOJIE30BaThCS YHUUTOXKHUTEIH OyMard.

ITo oxoHuanum paboyero AHA U B Cllydyae IJIUTENBHOIO OTCYTCTBUS Ha
paboueMm MecTe HeOOXOIUMO 3aupaTh Ha 3aMOK Bce IIKadbl U CEHPHI.

8.6.7. MoOuJIbHOEe KOMIBIOTEPHOE 000pYAOBaHHE

IIpy wcHONB30BaHMM MOOWIBHEIX CpeacTB (Hampumep, HOYTOYKOB,
IUTAHIIETOB M MOOWJIBHBIX TeledoHOB) HeoOxomumo coOmoAaTs OcoOble Mepbl
IPEeIOCTOPOKHOCTH, YTOOBI HE [OIYyCTHUTh KOMIIPOMETaluio WHGOpMAaIUHy,
npuHamnexamed  AnMmuHacTpauud. HeobxomumMo  NpHHATE  OQUIMATIBHYIO
MOJIUTHUKY, YYUTHIBAIOIIYIO PHUCK, CBSI3aHHBIA C HCIOJIH30BAHHEM MOOMIBHBIX
KOMITBIOTEPOB, U B 9aCTHOCTH, ¢ paboToll B He3aIMUIIEHHOU Cpelie.
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8.7. [loJinTHKA JONMYCTHMOIO HCIOJIBL30BAaHHS HH(POPMALHOHHBIX pecypcoB
OO01ue 00s13aHHOCTH 10JIB30BATEIIS:

« 1pu pabote ¢ IIO pyKoBOACTBOBAaTHCS HOPMATHUBHOU JOKYMEHTaIUEH
(PyKOBOZICTBOM I10JIF30BATENS);

o ofOpamatbcs B CiIyx0y TIOANEPKKH IIOJNB30BATeNIe WU K
CIelMaarcTaM, Ha3HAUYe€HHBIMH OTBETCTBEHHBIMH 33 CHCTEMHOE
aJIMIHUCTPUpPOBaHNe X HMHPOPMALMOHHYIO 0€3011acHOCTh, [0 BCEM
TEXHUYECKUM BOIIPOCaM, CBSI3aHHBIM C PadOTOH B JIOKAJIBHOM
BEIYHCIHTENbHOM  ceT  AamuuucTtpanuu  (MOAKIIOUEHHE K
koprnopatuBHoit UC/nomeny, wunctasimus u Hactpodika IIO,
yIaJeHue BUPYCOB, IpeJOoCTaBIeHUe IocTyna B ceTb LHTepHeTr u K
BHYTPEHHHM  CETEeBBIM  pecypcaM, PeMOHT M  TeXHHYECKOe
obcimy)xuBaHne ®W  TOI), a  TakkKe 3a  HeoOXomauMmoi
METOJIOJIOrNYECKOM/KOHCYIHTAlMOHHOM ITOMOIIBI0 IO  BOIpOCAaM
IPUMEHEHHS TEXHIUUECKUX U MPOTPaMMHBIX CPEICTB KOPIOPATHBHOU
)% (O

e 3HATh NPU3HAKH IPABHWJIBHOTO (YHKIMOHUPOBAHUS YCTAHOBIIEHHBIX
IPOTPaMMHBIX IPOTYKTOB U CPEJICTB 3alUTHl THPOPMAIUH;

« MUHHMH3UPOBATH BBIBOJ Ha IleyaTh 00pabaTsiBaeMoil HH(GOpMAIUH.

[Tosmp30BaTemo  3ampelieH0  IPOU3BOAUTH  HECAHKIMOHUPOBAHHOE
pacpoCTpaHeHHe CIPaBOYHON HHGOpPMAIH, KOTOpas CTAaHOBUTCS NOCTYIHA IpU
HOJKIFOYEHHUH K JIOKAIBHON BBIYUCIUTENHHON CeTH A IMUHUCTPALIUH.

8.7.1. Ucnmoan3zosaunue [1O
Ha APM coTpyaHukoB AJMHHUCTpalMd JOIYCKAETCS HCIIONb30BaHUE

TOJIBKO JIMIIEH3MOHHOTO MPOrPaMMHOT0 O0ecTiedeH s, YTBEPXKAEHHOTO B MIEPEUHE
pa3peméHHoro MporpaMMHOT0 O0eCTIeUeHuUS.

3anpeleHo He3aKOHHOe XpaHeHHe Ha XecTKUX auckax APM coTpyaHuKOB
AnMuHUCTpanuu HHGOpPMAIWH, SBIoLeiics o0bexkToM aBTropckoro mpasa (110,
¢pororpadun, My3bIKaJIbHEIE (aUIIBI, UTPEL, U T.1.).

Pemenrie o mnpHOOpEeTEeHWM M YCTaHOBKE IIPOrPaMMHOIO oOOecIedeHus,
HeOOXOAMMOIO IS pPeai3alliid MEeIUIIMHCKIX, (HHAHCOBBIX, aIMHHUCTPATHBHO-
XO3SMCTBEHHBIX M JPYrHX 3aJad NpUHUMAaeT IJIaBHBIA Bpad IO IpeJCTaBlIEHUU
HadaJbHHKa <Ha3BaHWE OTBETCTBEHHOT'O OTAEax

JlOKyMEHTBI, IOITBEP)KIAIOIIHME IIOKYIIKY IPOTpaMMHOr0 oOecIedeHus,
xpansaTcs B Otaene 1 Oyxrantepuy Ha IpOTsDKEHUH BCEr0 BPEMEHH HUCII0JIb30BaHUS
nmunensun. Kommm  ykasaHHBIX [JOKYMEHTOB BMeCTe€ C  JIMIIEH3HOHHBIMH
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cormamenusmu Ha 1O, xmouamu 3amutel [10 u aucTpubyTHBaMH XpaHATCS B
OTJeJIe HHPOPMALOHHOI0 00eCIIeUeH .

Ilone3oBatenu APM He uMelOT IpaBa yIalSTh, H3MEHSTH, IOIIONIHATS,
OOHOBIIATH MPOTpaMMHYI0 KoHburypanuio Ha APM AnMmuHucTpanuu. YKasaHHbIE
paboTe, a Takke paboThl IO YCTAHOBKE, PErHCTPalldd W AKTUBALUH
npruobpeTéHHOro nuneHsuoHHoro 110 Moryr OBITH BBINOJHEHBEl TOJBKO
COTPYAHUKaMH OT/ieN1a HHQOPMAIIMOHHOTO 00eCIeYeHMS.

CeefieHHs O BHOBH IIPHOOPETEHHOM IIPOrpPaMMHOM OOECIICUCHHH IOJIKHBI
OBITH BHECEHEI B [IepPe4eHb pa3pelIEHHOI0 NPOrpaMMHOT0 00ecIeUeHS.

8.7.2. HUcnoan3oBanue APM u UC

K pa6ore B MC, skcmryaTHpyIOMMMHUCT B AIMHHUCTPAIINH, JOITYCKAIOTCS
U1, Ha3HAYEHHBIE Ha COOTBETCTBYIOIIYIO NOJDKHOCTD Y MPOIIEAIINE HHCTPYKTaX
10 BOIpocaM MH(POPMAIMOHHOM 6€3011aCHOCTH.

KaxnoMy coTpygHUKY AIMUHUCTPAIMH, KOTOPOMY HeoOxoauM noctyn K 1P
B paMKax €ro JOJDKHOCTHBIX 0053aHHOCTEH, BRIIAIOTCS O POCIIUCH HEOOXOAUMEIE
cpeacTBa aBTOMatu3alud. OTBETCTBEHHOCTh IO YCTAHOBKE U IOIACPKaHHIO B
UCIIPaBHOM M PabOTOCIIOCOOHOM COCTOSIHMM BCeX WH(GOPMAIIMOHHBIX PECYpCcOB
(KOMITBIOTEPHBIX CHCTEM), GYHKIMOHUPYIOIINX B AIMUHHACTPAIINH, BO3JIOXKCHA Ha
Otnen nHGOPMAITMOHHOTO 00ECTIEYeHMUS.

Kaxnpiif corpynHuK AnMuHECTpanuu, obecriedeHHBIH APM, momydaer
IIEPCOHATIBHOE CETEBOE UM, I1apOJib, aJIpeC IIEKTPOHHOM ITOYTHI U JTMYHBIA KaTajaor
B CETH, KOTOPBIY NpeHa3HaueH I XpaHeHus pabodux ¢aitios.

Pa6ora B IC coTpynHHKaM paspellleHa TOJBEKO Ha 3aKPeIUIEHHBIX 38 HUMH
APM, B omnpenen€éHHoe BpeMs M TOJIBKO C pa3pelieHHBIM NPOrPaMMHEIM
obecrieueHeM 1 CETEBBIMH PECYPCaMH.

Bce APM, ycraHosneHHple B AIMUHUACTPALMK, UMEIOT YHHUDHUIMPOBAHHBIN
Habop OQUCHBIX INPOIrpaMM, IIPeNHAa3HAYEHHBIX IS IIONydeHUs, 0O0paloTKU H
obMeHa wuH(poOpMalueld, omnpenen€HHBII B  craHmapre paboumx  MecT
AnvuHHCTpauud. V3MeHeHrne YCTaHOBJIEHHOM KOH(MUrypaIluyd BO3MOXHO IIOCIE
BHECEHHMS COOTBETCTBYIOIIHMX IIONPaBOK B CTaHAApT paboOdMx MeCT WA IIO
ciry)keOHOH 3ammcke, corsiiacoBanHod ¢ Otmemom [IKulMb. KoMruiekramps
INEPCOHABHBIX KOMIBIOTEPOB allllapaTHBIMU U IPOrPaMMHBIMH CpEICTBaMH, a
TaKXXe pacIloJIOXeHNe KOMITBIOTEPOB KOHTPONUpPYETCS coTpyaHuKaMu OTaeroB
[TKul1b u nabOopManOHHOrO 00eCeUeHHUS.
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CamocrosiTeTbHass YCTaHOBKa IIporpaMMmHoro obecrnedenus Ha APM
3alpellleHa. YCTaHOBKAa WU yJajleHue J00ro IporpaMMHOrO oOecredeHus

IPOU3BOAUTCS TONBKO coTpynHUKaMu Otaerna HHQOPMAIMOHHOTO 00€CIICUEHIIA.

B ciryuae o6HapyxeHNs HEUCTIPABHOCTH KOMITBIOTEPHOTO 000PYIOBAHHUS HITH
IIPOrpaMMHOI0  O0€CIleUeHNsI, IIOJIB30BaTeNib [OO/DKeH obparutecs B Otmen
MH(QOPMAIMOHHOTO 00ecIeueH .

Corpynauku Ortnena uHGOPMAIMOHHOTO OOECIEYEHHUS KMMEIOT IIPaBoO
OCYIIECTBJISTh KOHTPOJb HAJ| yCTAHOBJIEHHBHIM HA KOMIIBIOTEPE MPOrPaMMHBIM

06€CH€‘{GHI’IGM, U I[IPpUHHMAaTb MCPbBI IIO0 OrpaHHYCHHIO BO3MOXKHOCTEMN
HecaHKHI/IOHI/IPOBaHHOﬁ YCTaHOBKH IIPOrpaMMm.

ITepenaua DOKYMEHTOB BHYTPH AIMHHHUCTPALMA IIPOU3BOIMTCS TOJBKO
IIOCPENICTBOM OOIIHMX I1aroK, a TaKKe CPeICTBAMH JIEKTPOHHOHN MOYTEH.

IIpu pabote B UIC, sxcmnyaTupyeMbIx B A IMUHUCTPALlUY, COTPY IHUK 00sI3aH:

 3HATb U BBIIOIHATH TPeOOBaHMUS BHYTPEHHUX OpraHU3aIlHOHHO-
PacOPSAUTEIBHBIX TOKyMEHTOB AIMUHUCTPAIIHY;

« wucnonb3oBaTh UC u APM AIMHUHHUCTpAIIAN UCKITFOUUTENBHO TS
BBITIOJTHEHUS CBOUX CIYXeOHBIX 00s3aHHOCTEH;

e CTaBUTb B wu3BeCTHOCTh corpynHukoB OtnenoB IIKullb wu

nHbopMalMOHHOro obecriedeHnss o0 JOOBIX (akTax HapyLICHHS

TpeboBanuit 1b;

e CTaBUTh B H3BECTHOCTh COTpPyAHHKOB Otnena HH(OPMAIIOHHOIO

obecniedenns o moObIX Qakrax cboeB 10, HEKOPPEKTHOIO 3aBEPILEHUS

3HAYHMMBIX OTIepallii, a TaKXKe IMOBPEXISHIS TEXHUIECKUX CPELICTB;

+ He3aMeIJIUTEIBHO BBITIOJIHSTH IpeICcaHus Otpena

UH(POPMALIOHHOTO 00eciedeHus;

o mpenoctaBiite APM  corpymuukam  OtmenoB  [IKuldlb  m

PHOOPMAIIMOHHOT'O 00eCTIeUeHUs JITIs1 KOHTPOJIS;

* IpH HEOOXOMUMOCTH MpeKpalleHuss paboThl Ha HEKOTOpOEe BpeMs
KOPPEKTHO 3aKpBIBATh BCE aKTUBHBIE 3a1a4uH, OnokupoBats APM;

B Cllydyae HEOOXOIMMOCTH TPOINOJDKEHHUS pabOoThl 10 OKOHYAHUU
paboyero IHS IPOMHPOPMHUPOBATE 00 3TOM COTPYIHHKOB OTIENoB
[MKul1b u uaGOpMaOHHOTO obecnedeHus.

ITpu ucnonms3zoBannu VIC, skcIryaTupyeMbiX B AIMUHUCTPALUH, 3aIIpeIeHO:
o ucnoiab3zoBatsk APM u VIC B THYHBIX 1I€JIIX;
e OTKJIIOYATh CPENICTBA yIPABIICHUS U CPEACTBA 3aI[UTEI,
yCTaHOBJIEHHBIE Ha pabouell cTaHLUY;
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« II€peaaBaTh:
KOHQUASHIMANBHYI0 HHPOPMAIMI0 32 HCKIIOYEHHEM CIy4Yaes,
KOTJa 3TO BXOJUT B CIIyXeOHBIe 00SI3a8HHOCTH M CIIOCO0 Iepenadn
ABJIsIeTCA 6€30IacHbBIM, COrIacCOBaHHBIM ¢ OTHEIOM;
uapopmanuro, ¢aiinel wmm I10, cmocoGHbIe HApYIUATh WX
OrPaHMYUTh  (QYHKLHUOHAIBHOCTh JIFOOBIX  HPOTPaMMHEIX |
aIapaTHbIX CPENCTB, 4 TAKXKE CCHUIKU Ha BEIIEYKa3aHHEIE O0BEKTEL;
YTPOXKAIOIIYIO, KIIEBETHUYECKYIO, HEIPUCTONHYIO HHGOPMAIIHIO;

* CaMOBOJIBHO BHOCHUTH M3MEHEHMS B KOHCTPYKIIMIO, KOHQUTYpPalHIo,
pasmemienne APM m nmpyrux ysnoB HC, skcIulyaTHpyeMbiM B
AIMUHUCTpAIIUH;

¢ IMPEeNOCTABIATE COTPYOHHKAM AJIMHHHUCTPALUH (32 MCKIIOUYEHHEM
anvuauctpaTopos MC u 1b) u TpeTsuM nunam goctym k cBoemy APM;

« 3amyckath Ha APM IIO, ne Bxomsmee B Peectp paspelieHHOrO K

ucnons3opanmio [10;

 3allMIIATh MH(OPMAIIHIO, CIOCOOaMH, He COTIacOBaHHEIME ¢ OTIenoM

3apaHee;

* CaMOCTOATENBHO IOAKIIOYATh pabouyio CTaHIMIO M IPOYHE
TEXHUYECKHe CpelcTBa K JIOKAJIBGHON BBEIYHMCIUTENBHON CeTH
AJMUHUCTpAIIAY;

* OCYIUECTBIAThH IIOMCK CPEICTB U ITyTel IOBPEXACHUS, YHHUTOKEHHUS
TEXHUYECKUX CpeAcTB U pecypcoB MC miM oCyIIeCTBIATH MOIBITKU
HECaHKLMOHUPOBAaHHOIO JOCTYIIA K HUM;

* HCIIOJIb30BATh AJIS BEIIOJIHEHYS CIIyKeOHBIX 00SI3aHHOCTEH TOKAIbHEIE
(He noMeHHbIe) yueTHbIe 3anmucu APM.

Wuadopmariys o mocelmaeMeIX pecypcax B JOKaILHOM BEIYUCIUTENLHON CETH,
a Taxxe B MC, skcmnyatupyeMbIX B AIMUHHUCTpalyy, IPOTOKOIUPYETCS H, HPH
HeOOXONUMOCTH, MOXXeT OBITh IIpeJCTaBlIeHa HAYaJIbHUKAM CTPYKTYPHBIX
NOpa3elIeHuH, a TaKKe PyKOBOACTBY AIMIHUCTPAITHHY.

Bce onexTpoHHBIE COOOIIEHHMS ¥ JOKYMEHTBI B 3JIEKTPOHHOM BHIE,
IepeaaBaeMble IOCPEACTBOM JIOKAIbHOH BBIUMCIHMTENBHON CeTH AMUHUCTPAIIUH,
THIoZ7IexkaT 00s13aTeNIbHO IpoBepKe Ha OTCYTCTBHE BpenonocHoro I10.

8.7.3. Hcnosb3oBaHue pecypcoB JOKAJbHOM ceTH

J1s BLINOJHEHUs CBOMX CIyXeOHBIX OOS3aHHOCTEH KaXKIBIM COTPYIHUK
ofecreunBaeTcsl JOCTYIIOM K COOTBETCTBYIOIIAM HHGOPMAIMOHHLIM PECYpCaM.
HMHpopMalMOHHBIMI pECypcaMyl SIBISIFOTCS KaTalord ¥ (aiiiel, Xpapsuyecs Ha
JAUCKaX CEPBEPOB AI[MI/IHI/ICTpaHHH, 0asel HaHHBIX, SJICKTPOHHAA I104YTa.
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OcHoBHBIMA ~ pabOYMMH  KaTaJoTaMH  SIBJIIOTCA  JIMYHBIE  KaTaJoru
COTPYAHMKOB UM KAaTaJOTH CTPYKTYPHBIX HOApa3feleHud, Co3ZaHHbIE B
COOTBETCTBUH C OCOOEHHOCTAMHU UX paboThL. JloCTyII COTpYIHUKOB K PecypcaM CeTH
OCYIIECTBIIAETCA COITIAaCHO MaTpHlle JOCTyla. BpeMeHHoe pacIuupeHHe IpaB
nocrtymna ocymectsisercs OTAenoM B COOTBETCTBUH ¢ [TOpSIKOM IpenocTaBieHus
(M3MEHEHHS ) IIOTHOMOYMH ITOJIE30BaTEN.

8.74. O0OpaloTka KOH(pUAeHUUANBLHON NHPOPMAUH
ITpuy  oOpaboTke  KOHOUACHUWAIbHOW  MHGOPMAIMM  COTPYIHHKH
AIMUHHUCTpAIMH 00SI3aHbI:

e 3HaTh M BHIONHATE TpeboBanus Wucrpykimu 1o pabore ¢
KOH(QUACHINANIbHON HHpOpMaIIeit;

+ IpU HEOOXOOUMOCTH pa3MelaTh KOH(UIEHIUANBHYIO HHGOPMAIIIO
Ha OTKPBITOM pecypce JIOKAIBHOH  BBIYHUCIHTEIBHOH  CETH
AIMUHUCTpALIAA IPUMEHSTD cpencTBa 3aIUTHI oT
HEeaBTOPU30BAHHOTO JIOCTYIIa,;

« pasMemiath SKpaH MOHHUTOpPa TaKUM 00pa3oM, YTOOBI HCKIIOYUTH
npocMoTp oOpabaTriBaeMoil HHPOPMAIIUK TIOCTOPOHHUMHU JTHLIAMH;

« HE OTNpaB/IATh Ha IedaTh KOHGUACHIMAbHBIE IOKYMEHTBI, €CIIH
OTCYTCTBYET BO3MOXXHOCTH KOHTPOJISl BBIBOJA Ha Ie4aThb U UBBATHUSA
OTIIEYaTaHHBIX JOKYMEHTOB U3 IPUHTEpa cpa3y 10 OKOHUYAHUY [1e9aTH;

+ 00s3aTeNBHO MPOBEPATH afpeca IoIydaTeiel JIeKTPOHHON ITOYTHl Ha
IpenMeT IIPaBIIIbHOCTH X BEIOODA;

« He 3aIlycKaTh HCIoJHsAeMble (aiinpl Ha CHEMHBIX HAKONHUTENSX,
MIOJIyYeHHbIe He U3 JOBEPEHHOI'O HCTOYHHKA,

« He IepenaBaTh KOH(PUIEHIHATbHYI0 HHGOpPMAIMIO IO OTKPHITHEIM
KaHaJlaM CBSI3H, KpoMe ceteit koproparusHoit VIC;

+ HE OCTaBIATH 0e3 JIMYHOTrO MpUCMOTpa Ha paboueM MecTe Wi e Obl
TO HU OBLIO ByIeKTpoHHBIe HocuTenu uadopmaruu (CD/DVD - nuckwy,
Flash - ycTpoiicTBa u mp.), a Taxke pacredaTrkdl U3 NpPUHTEpa HIH
6}’Ma}KHBIe KOIIMH JOKYMECHTOB, COIACPKalIHC KOH(l)I/I,Z(eHI.II/IaJIBHyTO
“HDOPMAIIHIO.

8.7.5. Hcnoab3oBaHue 2JIEKTPOHHON MOYTHI

DJIeKTpOHHAs IIOYTa WCIIONb3yeTcs s oOMeHa B paMKax JIOKaJIbHOH
BEIUHCTTUTENILHON ceTu A IMUHHUCTPAIIMN M OOIIeIOCTYITHBIX ceTell nHpopmariueil B
BHJIE SJIEKTPOHHBIX COOOINEHUH 1 JOKYMEHTOB B DJIEKTPOHHOM BHJIE.

s obecrievueHns (QYHKIIMOHUPOBAHHS DJIEKTPOHHOH ITOYTHI JOIyCKAeTCs
npumenenne [10, Bxogsimero B peecTp paspell€HHOTO K Hemonb3osanmio [10.
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HpI/I pa60Te C 3JIGKTpOHHOI>i IOYTOH B AILMI/IHI/ICTpaHI/IH IIOJIB30BATCIIb
HOJDKECH YIUTHIBATD.

+ DJNIEKTPOHHAs T[I0YTa HE SBISETCA CPEJICTBOM TIapaHTUPOBAHHOU
IDOCTaBKH OTIIPaBIEHHOT'O COOOIIEHHS 0 afpecarTa;

* DJIEKTPOHHAs IIOYTA HE SABJIAETCS CPEJCTBOM Iepenadd HH(OPMAIIH,
rapaHTUPYIOIM KOH(QUIESHIIMATBHOCT IepeiaBaeMoil nHbopMaum
(mepemady KOHQUICHIMANBPHON HMH(pOpMAaNU{ BHE JIOKAJbHOW CETH
AnMUHHCTpaLMy ~ HEOOXOJMMO  OCYIUECTBIATH  TONBKO B
3alIM(QPOBaHHOM BHIE);

* D3JIEKTPOHHAS IIOYTA He SBISETCS CPEICTBOM Ilepenadn HH(OPMaIUH,
rapaHTUPOBAHHO UIEHTUGUIUPYIOIIUM OTIIPABHUTENS COOOIIECHMS.

OGecnedeHueM nopsaka paboTHl 3JIEKTPOHHON TOYTHI B AIMHHHUCTpPAIMU
3aHuMaeTcs Otnen HHPOpMaMOHHOro 00ecIeUeHuUS.

Kaxnelii coOTpyIHUK AZIMUHHUCTpALUK NOTydaeT IIOYTOBBIHA afipec B JOMEHe
MuHuCTEpCTBa rOCY IApCTBEHHOTO yIpaBlieHus, HH(GOPMAIIMOHHBIX TEXHOJIOTHH U
cBs131 MockoBckoi obnactu (masee — MuHrocynpasieHue). Anpec dJIeKTPOHHON
no4Thl (hopMupyeTcs coTpyaHukoM Oraena HHGOPMAIMOHHOTO 00eCIeYeHus PH
Ha4vaJIbHOW PEerucTpalyy Moap30BaTelsd B JoMeHe MuHrocynmpaBieHus.

IlomyuyeHHass  COTpyIHMKaMH  KOPIOpaTHBHas  JJIEKTPOHHAs  I0YTa
IpeHa3sHa4YeHa UCKIIOYUTENBHO IS UCIIONB30BaHUS B CIIY)KeOHBIX IIEIAX.

OyHKIIMOHUPOBaHME JIEKTPOHHOM MOUTH 00ecreunBaeTCcsi 000PYIOBaHUEM,
KaHalaM{ CBSI3M U WHBIMHU pecypcaMmH, IpHHAAJIeKAIMUMA AJMUHHUCTpanud. Bcee
IIOYTOBBIE COOOIIEHMS, IlepedaHHbIe WA NPUHATEIE C  HCIIOJL30BAHUEM
KOpPIIOPAaTUBHOM 3IEKTPOHHON IOYTHI, IPUHAIEKAT A IMUHUCTPALIUN U SBJISIOTCS
HEOTheMIIEMOM JacThio e€ pabouero npouecca.

JItoGpie cooOlIeHUs KOPHOPATHBHOW JIIEKTPOHHOM IOYTHI MOTYT OBITH
IpOYMTAHBl, HCIONB30BaHbBl B HHTepecax AJIMHUHHACTpAlMK JHOO yAaJeHBI
YIIOTHOMOYEHHBIMH Ha 3TO COTPYIHUKaMU AIMIHUCTPAIIHH.

Ilonp3oBarensiM KOPIOPATUBHOM 3JEKTPOHHOM ITOYTHI 3aIpelIeHO BECTH
YaCTHYIO IIEpENHCKY C HCIIONB30BAaHHEM CPEICTB KOPIOPATHBHOM BIIEKTPOHHOMN
IIOYTHI, MOJNydeHHOH B AxamusucTpauuud. K 9acTHOH mnepemmcke OTHOCHUTCS
IEpeNrCcKa, He CBSI3aHHAs C HCIOJIHEHHEM COTPYAHUKOM CBOMX OJDKHOCTHBIX
00s3aHHOCTEH.

Hcnonp3oBaHre KOPIOPAaTUBHOM BJIEKTPOHHOH TIOYTHI, IIOJYyYEHHOH B
AIMVHHCTpaLMH, Ui YaCTHOH! IepenucKyd COTPYIHUKOM, HaJIeXaluM 00pa3oM,
O3HaKOMJICHHBIM ¢ paHHOW [lomuTwkoit, sBNseTcs HapylleHHeM TPYIOBOH
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IUCHMIUIMHBL AnMuuucTpanuu. [loanuceiBasch B O3HAKOMIJIEHHHM C HacTOSIIEH
[TonuTuko#, COTpyJHUK AAET corlacke Ha O3HaKOMIIEHHE ¥ MHOE MCIIOJIb30BaHUE B

HHTEpecax AJMUHUCTpaLUy €ro NeperrucKy, OCYLECTBIIEMOM ¢ UCIIOIB30BaHHEM
KOPIIOPATHBHOM 3IEKTPOHHOM IIOYTHl, M COIJIAIIaeTcs C TeM, 4YTo Jroboe
WCIIOJIB30BAaHUE €ro  IIEPelHCKH, OCYIUECTBISEMONM C  HCIOJIb30BaHUEM
KOPIIOPAaTUBHOH 3JIEKTPOHHOM IIOUTHI, HE MOXKET PACCMATPUBATELC KaK HapyIlleHHe
TalHEI CBSI3U.

Kaxxnpiid cotpyIHuK AIMHAHACTPALMK UMEET IPaBO Ha IIPOCMOTP JIMOO HHOE
ACIOJNL30BaHME B HHTEpecax AIMHHUCTPalMyd COOOIIEHHHA KOPIOpaTUBHON
3JIEKTPOHHOM HOYTEI, KOTOPHIE HANPABIIEHBI WK [IOIy4YeHbl UM, COOTBETCTBEHHO, C
€ro WM Ha ero KOPIIOPaTUBHEIHN SJIEKTPOHHBIN alipec.

Hcronp3oBanre  COOOINEHUN  KOPIOPAaTHUBHOM  DJEKTPOHHOM  IIOYTEI
OCYIECTBIISIETCSL ~ YIOJTHOMOYEHHBIMU  COTPYJHHMKaMu  AJIMUHHUCTpalMd B
COOTBETCTBHU C UX (QPYHKUHIMU, ONpeneNEHHBIMHA B JaHHON IlomuTHKe M B MHBIX
JOKAJBHBIX ~HOPMAaTHUBHBIX akTax AjgmuHuctpanuu. IIpocMorp ®  umHOe
HICIIOIB30BaHMe COOOIIEHMH 3IIEKTPOHHONW MOYTHI B MHTepecax AIMHHHCTPaliy
OCYIIECTBIAETCS COTPYIHUKAMU AJMUHHUCTPAlUU B LENIX 0OECIICYEHHs 3alUThI
KOHQHIEHIMATIBHBIX CBeIeHUH, obecreyeHuss HOPMAaNbHON paboTOCIOCOGHOCTH
CHCTEMEI DJIEKTPOHHOM IOYTH, B paMKaxX OOCITy)XMBaHHs CEPBHCOB 3JIEKTPOHHOH
IOYTHI, IPH BHIIOJHEHNH PYYHOH IEPECHUTKH COOOLIEHUM, NPUXOASAIINX Ha
KOPITOPATHBHEIE DJIEKTPOHHBIE apeca AIMUHUCTPALIUK COTPYAHUKAM WX IPyIIaM
COTPYOHHKOB, a TakXe [0 MOTMBHPOBAaHHBEIM 3aIpocaM TMPsSMBIX WK
HEIIOCPEICTBEHHBIX PYKOBOAUTENEH TFOOBIX COTPYIHUKOB, YBIO IOYTY HEOOXOAUMO
WICTIONIB30BaTh B HHTepecax AJAMUHUCTPALIUH.

Hcrnonp3oBanue COOOINEHUH KOPIIOPATUBHOM O3JIEKTPOHHOM IIOYTEI B
HHTepecax AIMHUHUCTPAlli¥, B TOM 4YHCJIE€ O3HAKOMIIEHHE C COJIepKaHUEeM
COOBILEH I, OCYILECTBIIAETCS B COOTBETCTBHIH C IIpaBaMy JOCTyIa K HH(QOpMAaIyy,
YCTAHOBIEHHBIMA  BHYTpeHHUMH  [lONOXKEHHSAMH O  KOHQUIEHIUATIBHOM
uH(GOpMallMi W WHBIMK IIPaBOBBIMH 4KTaMM, PETIAMEHTHPYIOIIUMH IIOPSIOK
obparieHus ¢ nHbopMaIyell OrpaHUuYeHHOro JOCTyIIA.

Hcxonsmupe 5IEKTPOHHbIE COOOIIECHHS COTPYJHHKOB AJIMUHHMCTPALMH
IOJDKHBI COZepKaTh CIeIYIOLIe ITOJI:
 ampec MOIyJyaTens;
» TeMa DIIEKTPOHHOI'O COOOIEHHUS;
e TEKCT DJIEKTPOHHOTO COOOMmeHusI (BIOXKEHHBIe (hailibl);
* TIOAIKCH OTIIPaBHUTEJIS,;




32

o TpenynpexACHHe O CIyKeOHOM XapakTepe COOOLICHHS U €ero
KOH(UIEHIHUATBHOCTH.

®dopmar noaIICcH OTIIPABUTEIISL:
C ysaoicenuem,
<@amunus umsa>
<[lonocHocmv>
<CmpyxmypHoe noopazoenerue>
< Aomunucmpayus>
<Aopec>
<HOMepa KOHMAKMO8: meneqhOoH, MecceHOHcepbl, aopeca INeKMPOHHOU
noumor>
<caiim>

Gopmar mpenynpexxaeHus O CioyxkeOHOM XapakTepe COOOIIEHUS H ero
KOH(UEHIINATBHOCTH:

«Omo snexmpornHoe coobueHue u 1obvie OOKYMeHmMbl, NPUNONHCEHHbIE K
Hemy, codepoicam KoHguoenyuanvHylo uH@opmayuro. Hacmoswum
ysedomisiem Bac o mom, umo, ecau smo coobujernue He NPeoHA3HAYEHO
Bam, ucnonvzosanue, konupoeamue, pacnpocmpaHeHue uHGOpmayul,
cooepoicawelics 8 Hacmosuem coobuWeHUuU, a maxice ocywecmeneHue
J06bIX Oeticmeutl Ha OCHO8e MOl UHGOPMAYUY, CMPO20 3aNPEUieHO U
sauuuaemces zakonooamenvcmeom Poccutickou Peodepayuu. Ecnu Bol
NOIYYUNU SO cO0bUeHue no ouwubke, noxcanyicma, coobwume 06 5mom
OMNPAsUMeNnt0 NO 3SNEKMPOHHOU noume u yoanume 5mo coobujeHue.
CONFIDENTIALITY NOTICE: This email and any files attached to it are
confidential. If you are not the intended recipient you are notified that
using, copying, distributing or taking any action in reliance on the
contents of this information is strictly prohibited and protected by the laws
of the Russian Federation. If you have received this email in error please
notify the sender and delete this email. »

[Tpu ¢opMHUpPOBaHUK OTBETOB Ha MOIYUYECHHbIE SJEKTPOHHBIE COOOIIEHUS

MOYHO HCIIOJIE30BaTh CICAYIOIIYIO ynpomeHHyfo ITOIIINCE.

C ysaoiceruem,
<@amunus uma>
<Homepa menegporos, meccendxcepni, adpeca 31eKmMpOHHOU NOYmblL>

B ciydae monydeHust Cry»keO0HOTO COOOIICHHSI O HEBO3MOXHOCTU TOCTaBKHU
COOOLIeHHS aapecaTy WM ITOJIYYSHHs M3BEIICHUS OT ajpecara O TOM, YTO OH He
HIOJIY4YHIT OTIIPABICHHOE €My COOOIIeHNe, HeOOXOIMMO CBS3aThCA C COTPYIHUKOM
oTaesa HHPOPMAIIMOHHOTO 00ECTIeUeHHUS.

OTka3 OT JaNbHEHIIero mHpenocTaBleHUs COTPYAHHMKY AIMUHUCTpAlUM
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YCIYr BIEKTPOHHOM IIOYTBI MOXKET OBITh BBI3BAH HAPYIICHHSIMH TpeGoBaHMii
HACTOAIIEH ITOJIUTHKH.

IIpexpainenne mpemocTaBieHus COTPYAHUKY —AJMHHHCTPALIHM yCIyT
SJIEKTPOHHOM IOYTHI HACTYIIAET TIPH OKOHYAHMM JeHCTBUS KOHTPAaKTa (TPYLOBOrO
JOr0BOPA) C COTPYIHUKOM.

8.7.6. PaGora B cern MHTEpHET

Hocryn k cetn VIHTepHET PeOCTaBIACTCA COTPY IHIKAM AIMUHUCTpAINK B
[elsdX  BBEINOJNHEHWS MMM CBOMX CIyXeOHBIX oO0s3aHHOCTEH, TpeOyromux
HETIOCPE/ICTBEHHOTO IIOAKIIIOYCHHS K BHEIIHIM HHOOPMALHOHHBIM PECYPCAM.

At jocTyna coTpyIHUKOB AMUHUCTDALMK K ceTH VIHTepHeT momycKaeTcs
npumenenue [10, Bxonsamero B Peectp paspeménnoro k ucrnonssosanmo 110.

ITpu vicnone3oBanuy cetn MIHTEpHET HEOOXOIMMO:
 cobmonats TpeGoBanus HacTosmet [TonuTuky;
* HCIOJIB30BaTh CeTh MHTEpHET HCKIIOYMUTENBHO IS BRITIOHEHHMS
CBOHX CIIy>KeOHBIX 00g3aHHOCTEI];
* CTaBHUTh B U3BECTHOCTH OTHEN UHOOPMAIHOHHOIO 00ecIeueH s O
mo0BIX (GakTax HapyeHus TpeboBauuit HacTosmedt [Tomuruku;

Ilpu ucnons3oBanuu cetu VIHTepHET 3ampelneHo:

* HCIOJIB30BATh IIPEJIOCTABIEHHBIA AJIMUHUCTPALMEH JOCTYI B CETh
HMHuTepHeT B TUYHBIX LEJIX;

* HCIOJB30BaTh HECAHKIMOHNPOBAHHEIE allllapaTHbIE U IPOrPaMMHEIE
CPEZCTBa, O3BOJITIOINE IIOJYYHTh HECAHKIIMOHUPOBAHHBIN JOCTYH K
cetu MaTepHer;

* COBEpLIATh JIOOEIE AEHCTBIS, HalpaBIeHHBIE Ha HAPYIICHHE
HOPMaJIBHOTO (yHKIMOHMPOBaHHUA d1eMeHToB VP A IMUHHCTpaIy;

* MyOINKOBaTb, 3arpy*aTh X PaCIPOCTPAHATE MATEPUATIEI, COZIEPIKALIE:
KOHQUICHUMANEHYI0 HHGOPMALMIO, a TakkKe HH(POPMALHIO,
COCTaBJIAIOIIYI0O KOMMEPYECKYIO TafiHy, 3a HCKJIIOYEHHEM ClIydaeB,
KOT/J[a 3TO BXOJUT B IOJDKHOCTHEIE O0S3aHHOCTH U CIIOCO0 nepenadn
SABISETCA 0€30MacHBIM, COIVIACOBAHHBIM ¢ OTHEIOM ¥ OTIEIOM
uH(OPMAHOHHOTO 00eCIIeYeH S
YTPOXaIOIIyI0, KI€BETHIHYECKYIO, HEIPUCTONHYIO HH()OPMALIHIO;
BpenoHocHoe [10, npeanasHaueHHOE ISl HAPYILEHUS, YHUITOXCHHUS
b0 orpaHuMYeHMs (YHKIHMOHAIBHOCTH JIOOBIX AaIapaTHBIX M
IIPOrPaMMHEBIX CPEICTB, VIS OCYIIECTBIICHHS
HECAaHKIIMOHMPOBAHHOr'0 JOCTYIIA, & TAKXKE CCHIIKM Ha HETO,
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banscuduuuponars cBoit IP- ampec, a Takxke npouyro cryxeOHYIO
UHpOpMaIHuIo.

AIMUHHCTpaLUs OCTaBISIET 32 COOO0M MpaBo OJIOKHAPOBATH MIIM OTPAaHUYMBATE
IOCTyN Tosb30Bareneil k VHTepHeT-pecypcaM, COIep)KaHHe KOTOPHIX He HMeeT
OTHOMIEHMS K HCIIONHEHHMIO CIy)XeGHBIX O0S3aHHOCTeH, a Takke K pecypcaMm,
CoZlepXKaHUe ¥ HallpaBJICHHOCTh KOTOPHIX 3aIlpelleHbl 3aKOHO0/IaTeIbCTBOM.

brnoxuposanve M orpaHMYeHue MOCTylla IIOnp3oBatreliedd K IHTepHET-

pecypcaM OCyIIECTBIAE€TCS Ha OCHoBe PeriiameHTa IIpUMEHEHHS Kareropwuii
HHuTepHeT-pecypcos.

Hudopmaius o mocemaeMblx COTPYIHUKAMH ATMHHHUCTpalwu HMHTepHET-
pecypcax MpOTOKONUPYeTCs Ui MOCIeAyIOEero aHaiiu3a 1, P HeOOXOIUMOCTH,
MOJXKET OBITh IIpE/ICTaBIeHa HAaYalbHUKAM CTPYKTYPHBIX IOApa3JelieH i, a TaKkxKe
PYKOBOACTBY AIMUHUCTPAIIH JISI KOHTPOJIA.

Conepxxanne VHTepHeT-pecypcoB, a Taioke (aifiisl, 3arpy’xaeMble U3 CETH
WHTtepHeT, noanexar o0s13aTebHON MpoBepKe Ha OTCYyTCTBHE BpeaoHocHoro I10.

8.7.7. cnoJib3oBaHue MOOMIBHBIX YCTPOHCTB

Ilon wcronp3oBaHMEM MOOWIBHBIX YCTPOMCTB M HOCHTeNeH MHpOpMaIUu
TIOHUMAETCsl UX MOJKIIOYEeHHE K HMHPPAcCTPYKType JIOKAIbHOM BBIYUCIUTEIBHOMN
ceT AIMUHHCTpaliy C [1eNbio 00paboTky, npuéma/nepenadu HHOOPMAIIN MEXTy
VMEIOLUMICS B AIMUHUCTpaI HHQOPMAIIMOHHBIMU pecypcaMi ¥ MOOMIIBHBIMU
ycTpoiicTBaMu (HOCUTENSIMH UHGOpPMAIIHN).

Ha npenocraBneHHBIX AIMUHUCTpaldell MOOWIBHBIX  yCTPOMCTBax
nomyckaercs ucnonszoBanue IIO, Bxoxpsmero B Peectp paspeméHHoOro x
ucnoias3zosanuio [10.

K mnpenocraBneHHBIM AnMuHHCTpanueldl MOOWIBHBIM —YCTPOHCTBAM H
HOCUTENSIM HMHGOpPMaIlMy MPEeIbsBISAIOTCS Te e TpeboBanwms Wb, yto u mis
cTaroHapHeIX APM. Llenecoo0pa3sHOCTh JOMOJHUTENBHEIX Mep obecnieuenus Vb
OIIpesiessieTCs OTAENIOM UH(POPMAIIMOHHOTO 00ecedeH s,

Ilpy wWCHONB30BaHUM TPENOCTABIEHHBIX AJIMHUHHUCTpAlHe MOOMIBHBIX
yCTPOMCTB U HOcUTeNel nHQOpMaliK, COTPYAHUK 00s3aH:
+ cobmopartek TpeboBanus HacTosmeil ITomutuku;
s HCIIOJIB30BaTh MOOWJIBHBIE YCTPOHCTBA M HOCHUTETH HH(POPMAIUH
MCKIIFOYUTENBHO VIS BBIIOJHEHUS CBOUX CITY)KeOHBIX 00sS3aHHOCTEHH;
e CTaBUTh B u3BeCTHOCTh coTpynHukoB Otnenor [IKullb wu
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HHQOPMAIIHOHHOTO o0ecleueHnss O JIOOBIX (aKkTax HapyIIeHUs
TpeboBanuil Hacrosmeit [TonnTuky;

 DJKCIUTyaTHpOBaTh ¥ TPAHCIIOPTUPOBATH MOOUJIBHBIE YCTPOHCTBA H
HOCUTENM HHPOpPMalMHd B COOTBETCIBHUH C TpeOOBaHUSIMHU
IIPOU3BOIUTEIICH;

+ obecrieunBaTh GuU3NUECKYI0 6€30IIaCHOCTE MOOHIIBHBIX YCTPOUCTB H
HocuTened nH(pOpMaIuK BCEMHU pa3yMHBIMH CIIOCO0aMHU;

» usBemare corpyaHukos OtaenoB [IKuMlb u unOpManmonHoro
obecriedeHus o dakrax yTparbl (KpakKd) MOOWIBHBEIX YCTPOMCTB M
HocuTenel HHPpOpMaIHH.

IIpy wWCIONB30BaHUM IPENOCTABICHHBIX COTPYAHHMKAM AIMUHHCTPaIlAH
MOOMIIBHBIX YCTPOUCTB ¥ HOCHTENeH HHPOPMALIHH 3apPEeHO:

¢ HCIONB30BaTh MOOWJIBHBIE YCTPOHCTBA M HOCHUTEIH HMHPOPMALUU B

JWYHBIX LIEJISX;

+ IepefaBaTh MOOMIIBHBIE YCTPOUCTBA U HOCUTENH HHPOPMALIUH IPYTHUM
nunam (3a uckmouenueM agmunuctparopor VIC u b);

¢ OCTaBJIATh MOOUIBHBEIE YCTPOMCTBA WM HOCHUTeNH uHpoOpManuu Oe3
IPUCMOTpa, €CIIA He HPEIIPHUHSATHI JEHCTBHA MO OOECIIEUEHHIO HMX
buzmaeckoit 6e30macHOCTH.

JIroboe B3ammozelictBue (oOpaborka, mnpuém\nepenada HHGOPMALIUHN)
UHHUIMUPOBAHHOE COTPYZHUKOM Anmunuctpanuu Mexay MC u HeyYTEHHBIMHU
(MMYHBIMK) MOOWIBHBIM W YCTPOWUCTBAMH, a TAKXKE HOCHTESIMH WH(MOPMAIUH,
paccMaTpuBaeTCs KaK HECaHKIMOHUPOBaHHOEe (3a HCKIIOUEHHEM CIIy4aes,
oroBop€HHBIX ¢ agmunaMcTparopamu MC 3apanee). AAMUHHUCTpAIUS OCTAaBIISET 34
coboif mpaBo GIOKUPOBATH WM OrPAaHWYHMBATH MCIIONB30BAHUE TAKUX YCTPOHCTB M
HocuTeNel nabopMaIvy;

Wudopmarust 00 HUCIONB30BaHUM  COTPYAHHKAMH  AIMHUHHCTPAILUH
MOOHJIBHBIX YCTPOHCTB 1 HocuTenel napopmaruu B C npoTokomupyercs o, npu
HeoOXOOMMOCTH, MOXeT OBITh MpeACTaBlIeHa HavYaJbHUKAM CTPYKTYPHBIX
HoJpa3ieneHui, a Tak)Ke PyKOBOJACTBY A IMUHUCTPAIINY.

Wndopmanus, xpaHsmascs Ha [PEeIOCTaBIIeMbIX AIMHHHUCTPAIHe
MOOHMIBHBIX YCTPONCTBAX M HOCHUTEISIX HHGOPMALUH, IOIEKUT 00A3aTebHOMN
IIpOBEpKe Ha OTCYTCTBUE BpeponocHoro [10.

B cinydae yBonbHEHUS IpeNOCTaBICHHBIE COTPYAHHUKY AJIMUHHCTPALAN
MOOMIIBHBIE YCTPOICTBA K HOCUTENN HHGOPMAIK H3BIMAIOTCS.
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8.7.8. 3ammuTa ot BpegonocHoro I10
Otmen MHGOPMALMOHHOTO O00ECIEUEHHs PEryNApHO INPOBEPSET CETEBBIC

pecypcsl  AIMHHHCTPAllid aHTHBHPYCHBIM IIPOIPaMMHBIM OOeCredeHHeM U
obecrieurBacT 3aIUTY BXOAIICH 2IeKTPOHHON OYTH! OT NPOHUKHOBEHNS BUPYCOB
U Apyroro BpegonocHoro I10.

[Ipy BO3HHWKHOBEHHH IIONO3PEHMS Ha HaJM4Me KOMIIBIOTEPHOIO BHpYcCa
(eTunmuHas paboTa IporpaMM, MosBIeHHe rpadUUecKuX U 3BYKOBBIX 3((eKToB,
MCKA)XEHH MaHHBIX, Iponajanue ¢aiaoB, 4acToe MOSBICHHE O CHUCTEMHBIX
ommmbKax, yBENIMYEHHE MCXOJIIIEIo/BXOAIEero Tpadhuka ¢ T.I.) COTPYIHHK
AIMUHHCTpaMK TOJDKEH He3aMeUINTETIbHO OIOBECTUTh 00 3TOM COTPYIHHKOB
Otnenos ITKullb n nHGOpManuonHoro odecrnedenus. [locne 4ero aaMuHUCTPaTOP
Wb [0DKeH MPOBECTH BHEOYEPEAHYIO IIOJHYK IIPOBEpKY Ha BHpPYCHl paboueit
CTAHIIMM II0JIL30BATENs, IIPOBEPHB, B IEPBYIO ouepenb, pabOTOCIOCOOHOCTH
anTuBupycHoro I10.

B cnyuae oOHapyxeHHS IIpy NPOBEIEHHH aHTUBUPYCHOH IIPOBEPKH
3apakEHHBIX KOMIIBIOTEPHBIMH BUpYycaMM (aillloB COTPYIOHHMKM CTPYKTYPHBIX
roapaszelieHui 00s3aHbI:

+ IPHOCTAHOBUTH paboTy;

e HEMeIIEHHO IIOCTaBUTh B H3BECTHOCTH O (hakTe OOHapyKEeHHS
3apakeHus CBOero HadanbHHKa, coTpygHukoB Otnenos IIKulb n
uHGoOpMaLHOHHOTO obecreueHns, a Takke Biajenblia Gaiina u
CMEeXXHbIE CTPYKTYPHBIE ITOpa3/Iee s, UCIIONb3YIOIIXe 3TH (aiiibl B
pabore.

e COBMECTHO C BIaJejbIleM 3apaKeHHBIX BHPYCOM (ailiioB IMpoBECTU
aHaIn3 HeoOXOAUMOCTH JalbHEHIIero MX MCIONb30BaHus.

Jns npeAynpexIeHus BUPYCHOTO 3apakeHMs pEKOMEHIYEeTC:

¢ HHUKOTIJA HE OTKPHIBATh (haiiiibl ¥ HE BHIIIOIHATE MaKpOChI, ITOJyYEHHEIE B
IIOYTOBBIX COOOLIECHUSIX OT HEHU3BECTHOIO MM IIOJO3PUTENLHOIO
OTIpaBUTeNs. Y IasITh MOIO3PUTENFHBIE BIOXKEHHS, HE OTKPBIBAs MX, U
OYHINATH KOP3UHY, TJe XpaHATCs ylaleHHble COOOIIEHHS;

 YIaATh CIIaM, peKiiaMy U Apyrue Oecrioie3Hble COOOILEHNUS;

« HHUKOTZA HE 3arpyXarb ¢ailnsl ¥ NporpaMMHOE OOECIECYECHHE H3
ITOIO3PUTENLHBIX MIIM HEM3BECTHBIX MCTOYHUKOB;

IIEpUOIMYECKH  pe3epBHPOBAaTH  BaXKHble  JaHHBIE M CHCTEMHYIO
KOH(UTYpaLHIO, XPaHUTh pe3epBHbIC KOIUY B 0€30I1aCHOM MECTe.
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8.8 IIpuoGperenne, Pazpaborka n 00c/y’KHBaHHE CHCTEM

8.8.1. TpeGoBanus 6e3omacHocTH 1151 HHPOPMANHMOHHLIX CHCTEM
Ilpu onmucaHum TpeOOBaHWUI K CO3MAHMIO HOBEIX CHCTEM WA K

YCOBEPIICHCTBOBAHMIO CYIECTBYIOIINX HEOOXOAMMO YUYUTHIBATH MOTPEGHOCTH B
cpencTBax obecredeHns 0e30IacHOCTH.

TpeboBanus k 6€30aCHOCTH U CPEACTBA 3AIIUTEL JOJDKHEL COOTBETCTBOBATH
LIEHHOCTH HCIToIb3yeMbIX VP 1 noTteHmMansHoMy yiep6y s AIMUHUCTpALAY B
ciay4ae c0osl MM HapyueHus GesomacHocT. OCHOBOM IS aHanM3a TpeGoBaHMiMA K
0e30I1aCHOCTU M BBIOOPY Mep IS MOMAEPKKHM OE30IaCHOCTH ABNAETCA OLIEHKA
PHCKOB U yIIpaBJIeHIE PUCKAMHU.

Cucremusle Tpebosanus x Vb u mporeccaMm, 00eCHEYMBAIOIINM 3aIIUTY
MH(BOPMAINH, JOJKHBI OBITH BKIIIOUSHBI Ha paHHHUX CTaAuIX mpoektuposanus MC.

8.8.2. Koppekrnast o0pa6orka naopmanuu

,HaHHBIe, BBOJIHMEBIC B IIPHUKJIaTHBIC CUCTEMBI, H€06XOJII/IMO IIPpOBEPATH, YTOOBI
rapaHTHPOBATh UX IIPABUJIBHOCTH M COOTBETCTBHE IMOCTaBJICHHOM 3aj1a4e.

8.8.3. Kpunrorpajguueckue cpeacrsa

Bcee, nmocrynaromme B Anmunuctpanuu, CK3W nomxHB! OBITH YYTEHBI B
COOTBETCTBYIOLLEM XXypHAIIE mosk3eMIuisspHoro yuéra CK3U.

B ApMuHHCTpanuu JOJDKHO OCYLIECTBIATHCS YIPABICHHE KIIOYaMH s
3} heKTUBHOrO NPUMEHEHUS KPHUIITOrpapuuecKux MeToqoB. KoMIpoMeTanus uiu
IOTEPs KPUNTOrpaQUYeCKMX KIIOYeld MOXKeT MpPHBECTH K HapyUISHHIO
KOH(QUAECHINATBHOCTH, OIIMHHOCTH M/YITH LIEOCTHOCTH HH(MOPMALHH.

Bcee Kkimro4n 10IDKHEI OBITH 3aIUUIIEHBI OT H3MEHEHHS, YTEPU U YHHUYTOKEHHS.
Kpome TOro, cekpeTHble U 3aKphIThle KIIOYH HO/DKHBI OBITH 3aIlMINEHB OT
HECaHKUMOHUPOBAHHOIO  packpbITui. OOOpymOBaHHE, HCIONL3YEMOE IS
reHepalyy, XpaHeHWs M apXUBHPOBaHUS KIIOYEH JOMKHO OBITh (H3HYECKH
3aIUILIEHO.

CornameHuss ¢ BHEMIHUMH IIOCTABIIMKAMU KPHIOTOrpaQUUIECKUX YCIyr
(HanmprEMep, yIOCTOBEPSIOIMMH LIeHTpaMu) 00 YPOBHE IIPEIOCTABISIEMOTO CEPBHCA
JOJDKHBI OXBATBIBATH BOIIPOCH! OTBETCTBEHHOCTH, HAIEXHOCTH CEPBUCA M BpeMEHH
peaKLuu IIpH NPEeAOCTaBIEHUH CEPBHCA.

Kpunrorpadudeckue cuCTEMBI f METOABI CIIEAYET HUCIIOIB30BATE IS 3aIUTEI
KOH(UICHIMANbHOH uHQOpMalnuK, KOrxa [Apyrue CpeicTBa KOHTPOIS He
00ecTeunBarOT aIeKBaTHOM 3aILKTEL.
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Jnst kxpuTHIecko MHGOPMALUK TOJDKHO HCIIONB30BATHCS MIM(POBAHUE IIPU
MX XpaHeHWM B 0a3ax JaHHBIX WM Ilepefiade 10 KOMMEPUYECKHM HIH OTKPBITHIM

cetaM, TakuM Kak Mureprer. IlludpoBanue moboit apyroit uudopmarmu B VIC

AI[MI/IHI/ICTpaLII/II/I AOJDKHO OCYIIECTBIIATECA TOJIBKO ITOCTIC IOJIYYE€HUsI INCbMEHHOT'O
paspeicHug Ha 3TO.

8.83.1. TpeGoBanus no odecneuennio Ub nupn ncnonssosanun CK3U
[IuppoBanue -  KpuUNTOrpaduUyUecKuif  MeETOH, KOTOPBIA  MOXET

UCIIOIB30BaTbCs I O0ECTEUEHUs 3alUThl KOHGHMIEHIHNAIBHOM, BAXHON WK
KPUTUYHON MHGOPMAITHH.

CK3M momxHBI IIOCTaBIATBCS pPa3pabOTYMKAMH C IIONHBEIM KOMILIEKTOM
SKCINTyaTAallMOHHON NTOKYMEHTAllM{, BKIIOYAIOIIeH ONKcaHue KIFOYEeBOH CHCTEMBEI,
npaBuiIa paboThl ¢ Hel U 060CHOBaHKE HEOOXOAMMOrO OPraHU3alMOHHO-IITATHOTO
obecrieueHusl.

ITopsinox npumenenus CK3U onpenensiercss pyKOBOACTBOM AIMUHUCTPALMH
U IOJDKEH BKIIOYATh MOPSIJIOK:
* BBOJIA B IE€HCTBUE, BKIIIOYas npouenyps! BcrpanBanust CK3U B UC;
 DJKCIULyaTalluy;
e BOCCTaHOBIIEHHS pabOTOCIIOCOOHOCTUB aBapHIHBIX CIIydasx;
« BHECEHWUS U3MEHEHUH;
* CHATHA C DKCIUTyaTalluy;
» yIpaBJIeHUS KIIIOUYEBOH MHMOpMALIHEH;
« oOpalneHus ¢ Kno4ueBoi nHpopMalmeil, BKIrodas 1eHCTBIS P CMEHE
1 KOMIIPOMETAaLNHU KJIFO4YeH.

Hins  muppoBaHus KOHQUASHUMANGHOM  HHGOpMaly  MHHHUMAJIBHO
IOIyCTAMOM JITTMHHOU KiTroua sBisieTcs 128 Ourt.

[lpu wucnonp3oBaHuM MUQPPOBAHUS B JIOKAIBHON BBIYHUCIUTENBHON CETH
AJMVHHCTpaLMM JOJKHBI NPUMEHSATHCS TOJIBKO YTBEpXKAEHHbBIE CTaHAapTHHIS
anroputMsel 1 ceprudunmposannbie PCh Poccuu npoayKThl, HX peain3yoImye.

8.8.3.2. Iludporbie noanucu

HIT obecrieunBarOT 3aIUTy ayTeHTU(GOUKAINN U ETOCTHOCTH AJIEKTPOHHBIX
JIOKYMEHTOB.

LT MoryT npuMeHsThCS IS 000 (GOpMBI TOKYMEHTa, 00pabaThiBaeMoro
3NIEKTPOHHBIM criocoboM. LIIT moynkHBI OBITH peajr30BaHBl MPH KCIIONB30BaHUN
KpUnTorpadhuaeckoro MeToja, OCHOBBIBAIOIIEroCs Ha OJJHO3HAYHO CBSA3aHHOU Iape
KIFOYEH, IIe OAVH KIIF0Y UCHIOIb3YETCA YIS CO3MaHKs TOANICH (CEKPETHDIA/ TMYHBINH
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KIII0Y), & APYTOH - IS IPOBEPKHU MOITUCH (OTKPBITHINA KIIHOY).

Heo0OxomimMo c ocoboii TIIATENEHOCTRIO o0ecreunBaTh
KOH(bI/IJIeHI_II/IaHBHOCTB JIMHOI'0 KJIo4a, KOTOpBIﬁ CJIcayeT XpaHuTh B CEKpPETEC, TaK
Kax 1000, MMEeroIHil K HeMy HOCTYI, MOXET IOANUCHBATE JOKYMEHTHI (TIIaTexXH,
KOHTPAKThl), TeM caMbiM (GalbCUPUUUpPYs MOANKCH BIAJeNbla KI04Ya. SaIliThl
OEeJIO0CTHOCTH OTKPBITOI'O KJIIO4Ya JO0JIKHA O6GCH€‘II/IBaTBCSI IIpH HKCIIOJIB30BaHUHU
cepTuduKaTa OTKPBITOIO KIIIOua.

Kpunrorpaguyeckne KiIoud, HCIONb3yeMble U LU(GPOBBIX MOANKCEH,
AOJDKHBI OTIIHYATECS OT TE€X, KOTOPBIE HCIONB3YIOTCS IS IMU(PPOBAHMI.

Ilpu  wucnonesoBamum  LII, HeoOXomWMO  yYUTHIBATE  TpeGOBAHUA
JEHCTBYIOIIETO 3aKOHOAaTeNnbcTBa Poccuiickoit ®Demepauum, OIpenensSroLIero
YCIIOBUS, IIPH KOTOPEIX LH(POBasi MOIHUCH UMEET IOPUANYECKYIO CHITY.

8.83.3. YinpaBieHHe KJII0YAMH

Ympasnesye KpUNTorpa@uyecKUMH KIFOYaMH BaXKHO I 3()(EKTHBHOIO
UCIIOJIb30BaHMs KPUNTOrpadhUIeCKUX CPEICTB.

Jrobast KOMIIpOMeTallus WIM IOTepsl KPUITOTpapUYECKUX KIHOYeld MOMKET
IPUBECTH K KOMIIPOMETALMKM KOH(PUICHIMAIBHOCTH, IOMJIMHHOCTH W/WIIH
HeJIoCTHOCTH  MHpopManuu. CliefyeT NPUMEHSITh CUCTEMY 3allUTHl IS
obecreyenus ucnone3oBaHua B VIC, skciuryatupyrommxcs B AIMHHMCTpAIAH,
KPANTOrpa@UIECKUX METONOB B OTHOIIEHHHM OTKPBITHLIX KIIOUeH, Iie Kaxmblil
I0JIb30BaTENIb MMEET Iapy KJIIOYeH, OTKPBHITBIM KoY (KOTOpBIA MOXET OBITh
MOKa3aH Jo00My) M NHYHBEIH KoY (KOTOPBIA MOMKEH XPaHUTBCS B CEKPETE).
MeTozbl ¢ OTKPBITEIMH KIIFOUaMU JOJKHEI HCIIOIB30BATHCS IS IMH(DPOBAHUS U I
reHepauyy HUGPOBBIX MOIIHCEH.

Kmroun H606XOIII/IMO 3aluiiaTh OT U3MCHEHHUS W pa3pyHICHHUA, a CCKPETHBIM
1 JIUYHBIM KIJIXO4YaM HCO6XOILI’IM& 3amiTa OT HEAaBTOPH30BAaHHOI'O DPACKPBITHAL.
KpI/IHTOFpa(l)I/I‘-IGCKI/Ie METOABI MOTYT TaKXX€ HCIIOJIB30BaTLCI MJISI 3TOH IENH.
(DI/IBI/I‘-ICCKYIO 3alliTy ClIeayeT INIPHUMEHATh JJId  3alUUThI O60pyI[OBaHI/IH,
HCIIOJIE3YECMOI'O IJIST M3rOTOBJIICHUS, XPaHCHUSA U apXUBUPOBAHUS KJIFOYEeH.

CepBep ceprudunupoBanHoro nentpa KVYII Ho/keH XpaHUTh TeKyIlde
OTKpBITBIE KIIOYH JUJII BCEX aBTOPM30BAHHBIX Ha 3TO COTPYAHHMKOB. Jlis
0e30macHOro0  B3aMMOJCHCTBHS C BHEIIHMMH II0JB30BaTeNAIMU HEOOXOIUMO
VICTIONIb30BAaTh DJIEKTPOHHbIE CepTU(GUKATHl TOJNBKO U3 YTBEPKIEHHOIO CIIMCKA
CEpTUOUITMPOBAHHBIX [IEHTPOB.
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CereTHBIe KJIIOYH I10JIb30BaTeNIel TOJIKHEI XPaHUTBCA TaK XK€, KaK U I1apOJIH.
O moboMm IIOJIO3PCHUHN Ha KOMIIPOMETALMIO CEKPETHOI'0 KIIH04Ya IT0JIb30BATC/Ib

IOJDKEH HEeMEIJICHHO IOJIOXKWUTh HadanbHHKY, coTpymaHukaM Otgenos ITKulb u
MHGOPMALIMOHHOTO 00eCIIeeH s,

Heo6xommmo, 9ToObI cricTeMa obeclrieyeHus Ge30IMacHOCTH HCIIOIB30BAHUS
KIIIOYel OCHOBBIBANIACH HA COIVIACOBAaHMHU CIOCO0OB, IpOLIEAYP ¥ O€30IacHBIX
METOJIOB JIJIA:

¢ TEHEepaluy KIOYEH IIPU UCTIOIB30BAHIH PA3INYHBIX
KPUNTOIpahUIeCKUX CUCTEM U NPIIIOKEHHIA;

¢ TEHepaluH U MOIy4YECHUs CEPTUDUKATOB OTKPHITHIX KITFOYEH;

* PACCBUIKH KIIIOUEH, IIpeaHa3HauYeHHBIX M0JIb30BaTEAM, BKIIIOYas
MHCTPYKLUY 10 UX aKTUBALINH MPHU ITOJTyUYESHUH;

¢ XpaHEeHUs KIouel (IIpyu 5TOM He0OX0IUMO HaJTUUHEe HHCTPYKITHH
aBTOPU30BAHHEIM I10JI630BATENIAM I [IOJyYESHUS JOCTYMa K
KIIIOUaM );

* CMEHBI WK OOHOBJICHUS KIFOUeH, BKIIIOYas IIpaBIiia IOPSIKA U CPOKOB
CMEHBI KITIOYEH;

¢ IIOpsAJKa AEUCTBUM B OTHOLIEHUH CKOMIIPOMETUPOBAHHBIX KITIOUYEH;

s AHHYJIUPOBAHUS KIIOYEH, B TOM YHCIIe CIIOCOOBI aHHYJIMPOBAHUS HIIH
Je3aKTUBALMK KIIIOYel, eClny KI0YN OB CKOMIIPOMETHPOBAHBI HIIH
IIOJIB30BATENb YBOJMIICA W3 OpraHu3anuu (B 3TOM Clydae KIIOYH
He0OXOIUMO apXHUBHPOBATH);

¢ BOCCTAaHOBJICHME KIIOYel, KOTOphle ObUIM yTEPSHBI WM HCIOPYEHEI,
IUIsl pacCeKpeurBaHus 3amndppoBaHHON HHDOpMaIHH;

* apXUBHUPOBAHUS U PE3€PBHOIO KOMHMPOBAHUS KITFOYEH;

s paspylUeHUs KIIOYeH;

e PErvcrpanys KiIro4ed U ayauTa NeUCTBU, CBA3aHHBIX C YIIPaBJICHHEM

KJIFOYaMH.

JU11 yMEHBIIIEHUST BEPOATHOCTH KOMIPOMETALNH, I KIIouel HeoOX0auMo
OIpeeIUTh AaThl Hadajla ¥ KOHIA AefcTBUS, 9TOOBI KX MOXKHO OBLIO HUCIIOJIB30BATh
JUIIb B TEUEHHWU OIPAaHHYECHHOTO IIepHoZa BPEMEHH, KOTODPBIH 3aBHCHT OT
00CTOSATENBCTB HCIIOIB30BAHUS KPUNTOTPAQUIECKUX CPEICTB, KOHTPOJIS X OT
CTETIeHHU PUCKa PACKPBITHS HHGOPMAITHH.

Moxer norpe6oBaThCs Hanuyue Mpouenyp oO0paboTKe HOPHIAUIECKUX
3aIIPOCOB, KaCAIOLINXCS JOCTyIla K KPUIITOTpadUuecKuM KITrouaM, HalpuMmep, 4TOOBI

3amMpoBaHHas WHGOpMaLus cTajla JOCTYIHON B He3amuhpoBaHHOM BHE VIS
IOKa3aTelbCTB B CyIe.
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HeobOxomumMo oOecrieywBaTh 3alllUTy OTKPBITBIX KIIOYEH OT yrpos
IO IeNbIBaHU U(POBON MOANMCHA M 3aMEHBI OTKPBHITOrO KIIH0Ya I10JIE30BaTEI]

CBOMM. JTa mpobiieMa pelnaercs ¢ IIOMOIIBI0 CepTH(hHUKATa OTKPHITHIX KIFOYEH.
CepTrdukatsl HEOOXOAUMO U3rOTABIMNBATE TAKAM CIIOCOO0M, KOTOPBIHA OTHO3HAYHO
CBS3bIBal  Obl  WHGOpMALWIO,  OTHOCAIIYIOCA K  BIaJeNblly  I1apbl
OTKPBITOTO/CEKPETHOTO KItOYed, ¢ OTKPBHITBIM KirouoM. [losTom BakHO, 4TOOBI

IPOLIECCY YIPABICHMsI, B paMKaX KOTOPOro (QOPMHPYIOTCS 3TH CepPTUHHUKATEI,
MOJKHO OBLIIO JOBEPSATE.

CornaiieHuss ¢ BHEIIHMMHU IOCTaBIIMKAMH KPUNTOrpadu4ecKux YCIyT
(HampuMep, C YIOCTOBEPSIONIMMH LIEHTpamMu) 00 ypOBHE IPEHOCTABIAEMOIO
CepBUCa JIOJKHBI OXBaThIBAaTh BOIIPOCH! OTBETCTBEHHOCTH, HAAEKHOCTH CepBUCA U
BpPEMEHU peaKIIiy IIPH IPeJOCTaBIICHIH CepBHUCA.

8.8.4. be3onacHocTh cucTeMHBIX (ailioB

YroObl CBeCTM K MHHHMYMY pPHUCK IIOBPEXACHHUS HHQPACTPYKTypHl B
AMUHUCTpaMK HEOOXOAMMO 00eCIeYUTs KOHTPOJIb HaJl BHEIPEHHUEM (3aMeHO)
1O B pabouux cucTeMax.

TecToBBle HaHHBIE NOJDKHBI HAXOOWTHCS IMOJ KOHTPOJEM M 3aluToi. [ns
UCIBITAHUHA OOBIYHO TpeOyIOTCS 3HAYHUTENbHBIE OOBEMBI TECTOBBIX JAHHBIX,
MaKCHMAIIbHO OJIM3KO COOTBETCTBYIOMIME pabounM naHHbM. Heo6xoaumo uzberaTs
HCIONB30Banmst pabounx 0a3 JaHHBIX, CoOAepXalluxX KOH(UIEHIKAIbHYIO
wHbopmarmro. Ecmu  atm Gaspl  Bec€ ke  OyoyT HCHONB30BAaThCs, TO
KOHQUISHIINATbHEIE JaHHbIC TOJDKHBI OBITh YOATEeHbl NN U3MEHEHBI.

8.8.5. be3zonacHocTh mpouecca pa3paboTKH B 00CTYKMBAHHA CHCTEM

Yro6pl CBECTH K MUHHUMYMY BEPOSTHOCTH TIOBPEXAEHUS HHPPACTPYKTYPHI
JIOKAJIBHON BBIYUCIUTEIBHON ceTH AJIMUHHUCTpAliH, CIELYyEeT BBECTH CTPOIHMH
KOHTPOJIb HaJ BHeceHHWeM u3MeHeHHMH. Heo0XonuMo ycTaHOBUTH OQHIIHAIbHBIE
IpaBwia BHECEHUS H3MEHEeHWil. OTW MNpaBUia NOJDKHBI IapaHTHPOBATh, YTO
IPOLIEAYPEI, CBA3aHHBIE ¢ 6€30IMaCHOCTRIO H KOHTPOJIEM, He OyIyT HapyIIeHbl, YTO
IIPOrPaMMHUCTHI, 3aHUMAIOIIHECS IMOANEPXKKOM, IOJIy4aT INOCTYIl TOJIBKO K TEM
YacTsIM CHCTEMBI, KOTOpPbIe HEOOXOMUMBI JUIsl UX paOOTHI, U YTO [JIsI BBITOJIHEHUS
aoboro u3MeHeHus Tpebyercs TONyYWTh OQHUHANbHOE paspelleHue U
IIOATBEPKICHHE.

ITocne BHecenus m3Menenudt B UC AQMUHUCTpay IPHIIOKEHUS JODKHEI
AHAJIM3KPOBATHCS U TECTHPOBATHCS, YTOOBI rapaHTUPOBATH OTCYTCTBHE BPEIHBIX
IOCIEACTBUH Ui 0e30IacHOCTH HMeoIIecs HHOPacTPYKTYphl JIOKaJIBHON
BBIYMCIUTENBHON CETH AJMUHUCTPALAY.
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Crnenyer mpemsATCTBOBATh, BHECEHHMIO H3MeHeHHME B makeTsl [1O, 3a
HCKIIIOYCHHEM HEeOOXOMUMBIX M3MeHeHui. Bce u3MeHeHHMs OIDKHBI CTPOTro
KOHTPOJTUPOBATHCS.

8.9. YnpagsieHnne HHUHACHTAMU HHPOPMAMOHHOH 0€e30I1aCHOCTH
B AnvuHnctpanum goipkHa OBITE paspaboraHa U yTBepkaeHa (hopMaibHas
porenypa yBeIOMIIEHHs O IpoucuiecTBuix B obmactu Vb, a Takxke npoueaypa
pearupoBaHUs Ha TaKHWe NPOUCIIECTBUS, BKIIOUaromas B ceOs AeHCTBHS, KOTOPhIE
IOJDKHBI BBITOIHATHCS P MOCTYTUIEHUH COOOIIEHUH O IIPOMCIIECTBUH,

Bce coTpynHuKM OKHBI OBITH O3HAKOMIIEHBI C TIPOLIEAYPOH YBEIOMIICHNMS,
a B HX O0OsA3aHHOCTH JOJDKHA BXOJIWTh MaKCHMalbHO OBICTpas Iepenada
MH(QOpPMAINH O IPOUCIIIECTBUIX.

B nomonnenuwe kx yBemomuieHuio o mpoucirectsusx VB u Hemocrarkax
6e30IacHOCTH [IOJKEH WCIONIb30BAaThC MOHHTOPUHI CHCTEM, COOOIIEHHUH M
ysI3BUMOCTEH 11 oO6HapysxeHus nHnuaentoB Ub.

Ienm ynpaBnenuss wuHuuAeHTamMu Kb [OWKHBEI OBITH COIIACOBAaHBI C
PYKOBOZACTBOM sl y4€Ta HPUOPUTETOB AJMUHUCTPAIMd IpU OOpalleHWH C
WHIOWIECHTaMU.

H€O6XO,ZII/IMO Co3aTh MCXaHHNU3MBI, ITO3BOJIAIOIIMEC OLICHUBATE 1 OTCIC)KHUBATH
THIIBI HHOUUJCHTOB, UX MacITad ¥ CBSI3aHHLIE C HUMH 3aTpaThl.

8.10. YnpaBJ/ieHne HeNpPepPbIBHOCTHIO H BOCCTAHOBJIEHUEM
Heobxonrmo pa3paboTaTs KOHTPOIUPYEMBIH mpolecc sl obecreueHus U
IOJICPKKI HETIPEPBIBHOCTH pabOTOCIIOCOOHOCTH HHQPACTPYKTYPHI JIOKAJIbHOI
BBIUUCIIATEIBHON ceTh AAMUHUCTpanud. JJaHHBIH nporece JOMKEeH O0BeIUHATE B
ceGe OCHOBHBIE AJIEMEHTHI ITOAIEPKKY HEIIPEPRIBHOCTH OU3HEC-TIPOLIECCOB.

B AnMuHHCTpaluy JTOJDKHBI OBITH pa3paboTaHbl W peaH30BaHBl ILIAHEL,
KOTOpBIE€ ITO3BOJIST IMPOAOJIKUTh WM BOCCTAHOBUTH OINEpallid U OOECIEeUUThH
TpeOyeMBblil ypOBEHP HOCTYIIHOCTH MH(OpPMalHK B YCTAaHOBJIEHHBIE CPOKHU IIOCIIE
NpepbIBaHUS WIH cO0S KPUTUIESCKH BaXKHBIX MPOIECCOB.

B kaxaoM IUaHe MOANEPXKU HEMPEePBIBHOCTH PabOThl MHGPACTPYKTYPHI
JIOKaJIbHOW BEIYHMCIUTEIIBHON CeTH JOJDKHBI OBITh YETKO YKa3aHBI YCIOBHS Havajla
€ro HCIIONIHEHUS U COTPYAHMKH, OTBETCTBCHHBIE 3a BBIMIOJHEHHE KaXIOTO0
¢parmenta minaHa. Ilpu mosBiIeHWM HOBBEIX TpeOOBaHWH HEOOXOAMMO BHECTH
IIOTNIPaBKY B IPUHATHIE TUIAHBI JEHCTBYSI B HEIITATHBIX CUTYALIHSX.

]_IJISI KOKJOro IUIaHa JOJDKEH OBITh Ha3Ha4deH OIIpCIIGJIéHHBIfI BJIafCIICI.
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[IpaBuna nOeHCTBUSI B HEIITATHBIX CHUTyalMsX, IUIaHBl PYYHOTO aBapUHHOIO
BOCCTAHOBJICHUS ¥ IUIaHBI BO30OHOBJICHUS AEATENBHOCTH JOKHBI HAXOOUTHCSA B

BEACHUH BIaCJIbLIEB COOTBETCTBYIOIUX PECYPCOB HUIIH HIPOUCCCOB, K KOTOPBIM OHU
HMCIOT OTHOHICHHUC.

8.11. Cobronenue Tpe6OBaHNH 3aKOHOAATEIbCTBA
Bce 3HAYHMBIE TpeOoBaHM, yCTaHOBJICHHBIC IEHCTBYIOIIIM
3aKOHOJIaTeNbCTBOM, IOJ3aKOHHBIMU aKTaM{d ¥ TOTOBOPHBIMH OTHOIICHHSIMH, a
TaKXe MoAX0J AIMUHUCTPAIMY K 00€CIIEICHIIO COOTBETCTBUA 3TUM TPEOOBAHIM

HOJIZKHBI OBITH SIBHBIM 06p&30M OIIPCICIICHBL, JOKYMCHTHPOBAHLI Y IIOJACPKHUBATHLCA
B aKTyaJIbHOM COCTOSHHH.

Heo0xoaumo coOroieHne perIaMeHTUPOBAHHOTO mporiecca,
IpeayIpeXIaloIIero HapylIeHHue II€JIOCTHOCTH, JIOCTOBEPHOCTH U
xoHunenuuanpHocTn WP, comepalmmx mepcoHaIbHbIE MaHHBIE, HauMHas OT
craguu cbopa M BBOJA MJAaHHBIX [0 HMX XpaHeHusa. llepcoHanbHBIE AaHHBIE
KOHKPETHOTO COTPYIHHKA U Iporecc uX oOpaboTKU NOJKEeH OBITh OTKPBHITBIM IS
BTOTO COTPYIOHHUKA.

B AI[MI/IHHCTpaHI/II/I JOJIXKHBI OBITH BHEIPCHDBI COOTBETCTBYIOUEC MTPOLEAYPHI
JJIsA obecrieueHus CO6JIIO,ZI€HI/ISI 3aKOHOOATCIIBPHBIX OFpaHquHHﬁ, IMOJA3aKOHHBIX
AKTOB B KOHTPAKTHBIX 00513aTENILCTB 110 HCIOIB30BAHIIO MaTCpHralloB, OXpaHsACMbIX
ABTOPCKMM IIPpaBOM, a TaKXKe II0 UCIIOJIb30BAHUIO JINICH3MOHHOTO I1O.

Baxxuast moxkyMeHTanus AIMAHKCTPALUA TOJKHA OBITh 3alllUIeHa OT yTepH,
YHUYTOXKEHUS W (anbCHUKalMd B COOTBETCTBHM €  TpeOOBaHUSIMU
3aKOHOIATEIHCTBA, MMOJA3AKOHHBIX aKTOB, KOHTPAKTHBIX O0S3aTeNbCTB U OHU3HEC-
TpeOOBaHMI.

Cucrema xpaHeHws © 00pabOTKM JOKHa obecrneduBaTh HETKYIO
HIEHTAGUKALIHAIO 3aIHCe 1 UX TIepHoia XpaHeH!sI B COOTBETCTBUY C TpeOOBaHUSIMU
3aKOHOB W HOPMATHBHBEIX aKTOB. JTa CHCTéMa JIODKHA HMETh BO3MOXKHOCTB
YHUYTOKEHHUA 3alUCe [0 HCTEHSHUH [TEPHOia XPaHEHH, €CIIH 3TH 3aIIHCH OoJIbIIe
He TpeOyIoTCcsT AMUHUCTPAIUH.

KpI/IHTOFpa(bI/I‘IeCKI/IC CpeacTBa JOJI’)KHBI MCHIOJIB30BATHCA B COOTBETCTBHU CO
BCEMH HMEKOIMMHUCIA COITIaIICHUsIMH, 3aKOHOIaTCIbHBIMHM KW HOPMAaTHBHBIMHA
aKTaMHU.

8.12. Ayaut nH(poOpMaANHOHHOH 0€30IIACHOCTH
AJMUHHCTpAIlAs JOJDKHA MPOBOIUTE BHyTpeHHHe mpoBepku CYHD uepes
3aIUIaHUPOBaHHbBIE HHTEPBAJIBl BPEMEHH.
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OcHoBHEIE LIENTHN IMPOBCACHNA TaKHUX IIPOBCPOK:

OILIeHKa TeKyIero ypoBHs 3amuiménsocta VIC;

BBISIBJICHUE U JIOKAIU3aIMs yA3BUMOCTeH B cucteMe 3amuTsl MC,
aHaJIU3 PUCKOB, CBA3aHHBIX C BO3MOYKHOCTBIO OCYLIECTBIECHHS YIPO3
Ge3ormacHOCTH B oTHOIEHNH VP;

onenka coorsercTBHs MIC TpeGoBanmsim HacTosme#t Iomuruky;
BBIpabOTKa pexoMeHmanuit mo cosepiuencrsoBanuio CYUB 3a cuér
BHEJIPEHMS HOBLIX Y IOBBIIICHUS () DEKTUBHOCTH CYLIECTBYIOLIMX Mep
3aIUThl HHPOPMALHH.

B 4ucno 3amad, pemaeMpIx Ipu MpoBefeHUU NpoBepok u ayautoB CYUDB,

BXOIAT.

cOop U aHaNM3 NPHMEHSEMBIX B SKCIUTyaTHPYeMO# MHOPACTPyKType
OpPraHW3alMOHHBIX, TEXHHYECKHX M INPOrpaMMHO-aJITOPUTMUYECKIX
MeTOJax 3aIlUThl UHQOPMALIUY, HEOOXOIUMBIX IS ONEHKH COCTOSHUS
Ub;

aHAJIM3 CYLIECTBYIOINEH IIONUTUKHA O€30MacHOCTH M JAPYTHX
OpraHW3aIlMOHHO pAaCIOPSAUTENbHBIX JOKYMEHTOB IO  3allliTe
MH(pOpMaIMK Ha NpPeaMeT WX TIONHOTH U 3(P(EKTUBHOCTH, a TAKKe
dopMUpoBaHIe peKOMEHAAIMI 110 ¥X pa3paboTke (Win gopaboTke);
TEXHUKO-3KOHOMHYIECKOe 000CHOBaHHE MEXaHH3MOB 0€30I1aCHOCTH;
IIpOBEpKa IMPaBUIIBHOCTH NoA0Opa W HACTPOHUKH CPEICTB 3alllUThI
uHpopMaruy, GOpPMHPOBaHUE TIPEMIOKEHHH 110 HCIIOIH30BAHUIO
CYLIECTBYIOIIUX M YCTAHOBKE JOIIOJHUTEIBHBIX CPEACTB 3allUTHI IS
IIOBBILIEHUS YPOBHS Haa&XHOCTH U Oe3omacHocTH VIC;

pa3bop uHImAeHToB Vb 1 MUHUMU3aMsS BO3MOXKHOIO yiepba oT ux

HpOABJIICHHA.

PykoBOACTBO M COTpYIHUKU AIMUHUCTPALIUY NIPH [IPOBEICHUH y HUX ayIUTa
CYUB o0s3aHbl OKa3bIBaTh COLEHCTBHE ayauTopaM M IPEIOCTaBIATH BCHO
HeoOXO0AUMYIO ISl POBEIEHHUS a8y IuTa HHOOPMALIHIO.

8.13. IlpexocTraBieHue ycayr CTOPOHHHM OpPraHu3amUsIM

8.13.1. CorJyiameHHus 0 NpPeJOCTABIEHHH YCIAYT

B cornamenus o NIpeaoCTaBIICHNH YCIIYT CTOPOHHHUM OPraHu3anHsaM JOJIKHBI
OBITH BKIIFOYEHBI TpeGOBaHI/ISI 6330HaCHOCTI/I, OITHCaHHue, 00BEMEI U XapaKTCPUCTUKHU
Ka4ecTBa NMPEeNOCTaABIIACMEBIX YCIYT.

8.13.2. AHaJH3 NPeIOCTABJIECHHS YCJIYT
Yemayry, oT4€Thl M 3alMCH, NPEJOCTABISIEMBIE CTOPOHHUAM OpPIraHH3aIdsIM,
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HOJDKHBL TIOCTOSAHHO MPOBEPATLCA M dHAJIU3HPOBATHCA. B otHomenusx co
CTOpOHHeﬁ OpI“aHI/I3aI_II/ICI71 AOJUKHBI IIPUCYTCTBOBATE CJICAYIOIMIHE IIPOLCCCHI:

» KOHTPOJb 00BbEMA U Ka4ecTBa YCIYT, OTOBOPEHHBIX B COTJIAIICHUNX;

¢ IIPENOCTaBIIEHUE CTOPOHHEN OpraHu3anuy HHPopMaul 06
uHuuAeHTax b, cBsI3aHHBIX C IpeAOCTaBISIEMBIMH yCITyTaMy, U
COBMECTHOE U3yUeHUE 3TOI HHPOpMaIlnH;

* aHaJIHU3 IPEeJOCTaBICHHBIX CTOPOHHUMM OpraHU3alsIMU OTYETOB O
IIPeAOCTaBIICHHBIX YCIIyTrax;

+ YIIpaBlI€HHE TOOBIMH OOHAPYKEHHBIMU IPOOIEMaMH.

8.13.3. IIpuémka cucrem

B AnMuHuCTpanMM JODKEH OBITH pa3paboTaH U YTBEPXKAEH IMOPSIOK
npuémku HoBBIX VIC, oOHOBNEeHNs 1 HOBBIX Bepeuii [10.

9, OTBEeTCTBEHHOCTH

I'maBa AnMuHUCTpanuu  oIpejenseT IPUOPUTETHHIE  HAaIPaBICHHS
AedTeNbHOCTH B obsacTu obecriedeHust Vb, Mephl 1o peamumsanuy HACTOAIICH
IlomuTuky, yTBEepXKAaeT CHUCKU OOBEKTOB M CBENEHHH, IOIeKAIINX 3alluTe, a
TaK)Ke OCYILECTBIIAET obIee pyKoBoAcTBo obecneueHuemM Vb.

OTBeTcTBeHHOCTh 3a MOAAepkKaHUe MoNIoKeHui Hactosmied Ilomutukm B
aKTyaJIbHOM COCTOSIHMM, CO3JaHue, BHEJpeHHE, KOOPAWHAIMI0O W BHECEHHE
u3MeHeHni B npoueccel CYWD AMuHHCTpaIuy JIeKUAT Ha pykoBoacTe Otena.

Bce pykoBomuTenm HecyT IpSMYI0 OTBETCTBEHHOCTh 3a peaH3allHio
[MonuTyku u €€ cobmogeHne MepPCOHAIOM B COOTBETCTBYIOIMX ITOpa3IeICHIsIX.

CotpynHukyn AJMHHHCTPaLlMA HECYT IEPCOHAIBHYIO OTBETCTBEHHOCTH 34
cobmonenue TpedoBanuit mokymenToB CYMDB u 00s3aHBl coolIinark 000 Bcex
BBISIBIIEHHBIX HapyMIEHUAX B obsacTu nHGOpMannoHHOM 6e3omacHOCTH B OTHeINbI
[TKul1b n nadopmanmoHHOro 06ecneYeHus.

B TpynoBeIX IOroBopax W MOJDKHOCTHBIX HMHCTPYKLHSAX COTPYIHHUKOB
YCTaHABIMBAETCsl OTBETCTBEHHOCTh 34 COXPAaHHOCTh CIlIy>keOHOM wHHpOpMauww,
CTaBILIEeH M3BECTHOU B CUILY BBITIOJHEHUS CBOMX 00sI3aHHOCTEH.

PykoBomcTBO  AIMHHHCTpAIliMi  PErYJISAPHO  IPOBOJAWT  COBEIIAHHS,
HIOoCBAIIEHHBIE IpobieMaM obecriedeHrsT HHHOPMAMOHHOH 0€30IIaCHOCTH C IETBIO
(hopMupoBaHUs YETKUX yKa3aHHI TI0 STOMY BOIIPOCY, OCYIIECTBIEHUS KOHTPOJIS HX
BBIIIOJIHEHM, & TAK)KE OKa3aHUs aAMUHUCTPATUBHON MOAACPKKH HHHUIIMATHBAM I10
obecneuyenuro Vb.
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Hapymenne TpeOoBaHuMii HOPMATHUBHBIX aKTOB AJMWHUCTPAlMH IIO
obecrieueHmno b sBisiercss 4pe3BbYAHBIM IPOUCIIECTBHEM U OYAET CIIYXKUTh

IIOBOJAOM H OCHOBAaHHUCM JJIA IIPOBCACHUSA CJIy)Ke6HOFO pacciienoBaHuA.

10. Kounrpoas u nepecMoTp

O61muit koHTpOIs cocrostuust VB ocymectnsercs ['naBoit AMUHHUCTpAIIH.

Texkymui KOHTponb cobmrofeHus HacTosimeidl ITOMMTHKH OCyIIEeCTBISET
Otzen. KoOHTpodb OCYHmIECTBIAETCA IIyTeM IPOBEACHHUA MOHUTODHHIA
MeHeKkMeHTa nHIuAeHToB b AnMuHHCTpanuy, 1o pesyiasraraM olenkn Kb, a
TaKXKe B PaMKaxX MHBIX KOHTPOJIBHBIX MEPOIPHSITHIA.

Otmen IIKullb exeromHo mepecMaTpHBaeT IIOJIOXKEHHS HACTOSLIEH
nonuThKU. M3aMeHenus u JorojiHeHus BHocaTca o uuunuartuse Otnena [TKullb
(unu I'maBel AAMUHHUCTpPAIINN) B yTBEPXKAAIOTCS [ 71aBoil A IMUHUCTpPAIIUH.

HOpH,HOK IIEpeCMOTpa HOKYMEHTOB BTOPOTO H TPETBErO ypOBHeﬁ
OIIpCAC/IACTCA B JAHHBIX JOKYMCHTAX.

Bce wusMeHeHus, BHec€HHble B Hacrosinyro [lomutnky Wb momKHEBI
YUUTHIBAThCA B TUCTe «VICTOpUS M3MEHEHHI.
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11. Hcropus uzmeneHmii

KTo0 BHEC
H3MEHEeHHsl

Hdara

Bepcus YTBOPAICHHS H3meHeHus




